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Executive Summary  

The hyper growth in the number of globally dispersed remote and mobile workers has 
forced CIOs to rethink the ways in which they deliver applications over the WAN. Traditional 
WAN acceleration solutions simply cannot keep up with the pace of change, and they do 
little to serve the wide range of remote access points that today’s mobile workers use.  

At the same time, application usage by remote users continues to grow. Global instances of 
ERP, CRM, and other enterprise applications as well as new social and mobile applications 
are must-have enablers for many remote and mobile workers. 

Against this backdrop, overburdened IT teams have had to strike a careful balance between 
optimizing WAN performance and delivering the latest application functionality. The fact is 
that their existing WAN acceleration solutions were never designed to handle the fast-
changing needs surrounding application access.  

CDNetworks has developed a robust and cost-effective solution to the challenge of 
delivering applications over the enterprise WAN. Our solution, named Dynamic Network 
Acceleration, optimizes the end-user experience for mobile and remote workers as they 
access enterprise applications. Delivered as a managed service, Dynamic Network 
Acceleration eliminates the need for expensive infrastructure build-outs.  

Leveraging the CDNetworks global network of PoPs and servers, Dynamic Network 
Acceleration adds intelligence and elasticity into the enterprise network so that it uniformly 
responds to ever-changing remote access demands.  

This paper discusses the growing need for WAN acceleration solutions that provide flexibility 
beyond that of hardware-based solutions. It also describes our unique approach to 
addressing the challenges in delivering dynamic, web-based, mission critical, enterprise 
applications to remote users anywhere in the world 
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Introduction: The Need to Move beyond Hardware-based WAN 
Acceleration 

As enterprises across all industries strive to get closer to their customers, key partners, and 
suppliers, they are expanding operations in more regions around the globe. As a result, they 
are employing a more geographically dispersed and mobile workforce than ever before. In 
fact, remote and mobile workers account for nearly 50% of all employees at midsized and 
large enterprises today.1  

Frequently, remote workers do not report to large office locations. Instead, they work from 
homes and/or small satellite facilities that house 1-5 people at the most. Nevertheless, they 
have the same need as personnel at corporate headquarters to access mission-critical 
applications without fail. If they cannot, enterprise productivity suffers dramatically.  

The applications that remote workers rely on to do their jobs run the gamut from ERP, CRM, 
Supply Chain Management, and industry-specific applications to rich-client email, Web 2.0 
tools, and cloud-based applications. CIOs have invested heavily in some, or all, of these 
applications. For example, the average SAP implementation costs approximately $2 million 
and requires an additional 20% per year in maintenance fees.2 As such, CIOs must make 
these applications available to all employees - including remote workers - to increase 
productivity and demonstrate the promised ROI behind their investments.  

Unfortunately, many enterprise applications exist in centralized datacenters and do not 
perform well for remote employees accessing them from far-off geographies. It is not 
uncommon for remote workers to experience delays of 15 seconds or more when querying 
centralized applications. This type of sluggish performance renders applications practically 
useless and halts remote worker productivity. This situation has put CIOs under tremendous 
pressure to improve the end-user experience for mission-critical applications that are 
frequently utilized by remote employees. If they succeed, they will see productivity skyrocket. 
If they fail, remote employees will continue to abandon applications and drag on enterprise 
performance.  

Datacenter Consolidation Complicates the Remote End-User 
Experience 

CIOs are launching datacenter consolidation efforts at a faster pace than ever before. In fact, 
a recent Forrester Research survey found that two-thirds of all companies are actively 
engaged in infrastructure consolidation projects.3 Such projects often cripple Web 
application connectivity by placing a higher traffic burden onto the existing enterprise WAN.  

When consolidating IT infrastructure, most enterprises choose several datacenters from 
which to serve the majority of their applications. However, remote workers continue to use 
all applications as if they were still located on servers in close proximity to their remote 
office. At the same time, the growth in server virtualization means that IT is packing up 
datacenter servers with more applications. After all, the whole idea behind server 

                                                        
1 Forrester Research, http://www.forrester.com/events/eventdetail?eventID=2550 

2 Aberdeen Group, The Total cost of ERP ownership in Mid-Size companies 

3 Forrester Research, The Future Of Data Center Wide-Area Networking 
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virtualization is to maximize utilization. By provisioning multiple VMs on servers, and then 
consolidating servers into just a few datacenters, IT suddenly places tremendous strain on 
the WAN. Forrester Research noted this trend, stating that more than half of North 
American and European enterprises are seeing a doubling of enterprise WAN traffic every 
two years.4 

With WAN traffic growth comes a proportional need to refresh and/or upgrade IT 
infrastructure to support the additional traffic. Many WAN infrastructure vendors heavily 
promoted WAN acceleration appliances to help CIOs overcome the traffic problem. 
However, an appliance-based approach does little to handle end-user requests that originate 
from multiple, changing locations. WAN appliances work well for improving traffic 
conditions between major office sites. But their value proposition deteriorates when 
examining the end-user experience of mobile workers, small office workers, and/or home-
based workers. For this reason, WAN acceleration hardware vendors have pushed their 
products hard for the better part of a decade but have only penetrated 11% of the market. 

Hardware-Based WAN Optimization Efforts Fall Short 

WAN acceleration appliances and other hardware-based solutions to speed the WAN fail to 
address the needs of enterprises with a remote work force. Moreover, they hurt the business 
in four critical areas: operational flexibility, provisioning time, total cost of ownership (TCO), 
and combined performance and security. 

OPERATIONAL FLEXIBILITY 
To empower remote workers, many organizations are investing in Web 2.0 collaboration 
software to enable IM communications, wikis, and other forms of social media. They do so 
because they recognize the quick-hit communications and information needs of the modern 
workforce - which rely heavily on dynamic content and real-time interactions. Standard 
hardware-based WAN acceleration solutions do not enable CIOs to respond to modern 
workers’ needs. They require a flexible infrastructure that can handle connections from an 
ever-changing pool of mobile users who may be accessing applications from almost 
anywhere - airport terminals, coffee shops, home networks, etc. With mobile technologies 
and infrastructure changing so fast, CIOs need to be ready for whatever is coming next from 
wherever it may arise. Hardware-based WAN solutions simply cannot provide such flexibility.  

PROVISIONING TIME 
Enterprises following a hardware-based strategy for WAN performance must continuously 
deploy new hardware each time a business unit adds a new location of one or more remote 
users. And this happens on a regular basis today within most business units. Each time IT 
deploys new hardware into the network, they often must jump through the hoops of 
complex IT audits and may need to conform to software/platform/rack space compatibility 
standards. This ends up frustrating the business units as their new employees must sit idle 
during elongated deployment cycles.  

Related to provisioning is hardware-based solutions’ potential for disrupting normal 
application delivery. Inevitably hardware fails. During hardware failures, applications can 

                                                        
4 Forrester Research, The Future Of Data Center Wide-Area Networking 
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experience outages to various geographic regions, as IT teams and outside consultants 
scramble to resolve the problem. Hardware also experiences outages occasionally during 
periods of hardware/firmware upgrades. In both scenarios, business continuity is disrupted, 
negatively impacting remote application users.   

TOTAL COST OF OWNERSHIP (TCO)  
When adopting a hardware-based approach to WAN performance, organizations incur a 
host of expenses that significantly raise TCO. These include costs for routers, switches, and 
access devices; upgrades to hardware/firmware, network security, and bandwidth; additional 
power and cooling of additional hardware; one or more teams of third party consultants to 
tune application and network performance.  

Given today’s IT budget constraints, these types of expenses force CIOs to forego new 
strategic initiatives, as they must spend a growing amount of their new budget just to “keep 
the lights on.” Once a network reaches critical mass with a hardware-based solution, the 
CIO has difficulty switching vendors or proposing a new strategy. 

PERFORMANCE AND SECURITY  
WAN optimization devices primarily rely on compression and QoS techniques (I.e. deep 
packet inspection) to perform protocol-aware application acceleration. Vendors tout the 
technology’s ability to granularly examine packet streams to prioritize time-sensitive traffic 
over normal traffic.  However, to gain benefits from WAN optimization methods such as 
RDP/ SSL or other secure remote connection methods, application owners must disable the 
ingrained compression and encryption techniques of these underlying application protocols. 
This completely defeats the purpose of safeguarding enterprise traffic, and instead, forces 
application owners to choose between performance and security. Unfortunately, early WAN 
appliance adopters did not recognize this problem until after living through difficult 
hardware deployment processes.  

Recognize the Real Performance Problems before Choosing a 
Solution 

Web-based applications depend heavily on the networks that deliver them to provide a solid 
end-user experience in remote regions. Along the way, a host of variable, intermittent 
factors can crash mission-critical applications and the services they enable. These include 
such variables as network jitter, packet loss, latency, and round-trip time (the combined time 
required for a user request to reach a remote server and the server to process the request 
and send a response back to the client). As a result, applications that once ran well on an 
internal LAN suffer severe performance degradation when traversing the public Internet to 
remote users. The most common obstacles to strong performance of mission-critical 
applications over the WAN to end users include the following: 

• Low- quality networks within small offices and home offices – These typically have 

consumer grade connectivity (either DSL or cable) and incur high packet loss and latency. 

•  Variable infrastructure at mobile sites – Mobile workers may access applications from 

a wide variety of sites. Hotels offer notoriously poor wireless access, while airports 

normally sit at the edge of coverage zones and experience packet loss rates of 5-10% on 
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average, with latency exceeding a full second. Latency really impacts the user experience 

when one considers the multiple round-trips required to complete a single piece of 

application functionality. Even in the US, users connecting via 2G/3G networks can expect 

round-trip times of approximately 200 milliseconds and 2% packet loss - even at well-

connected locations.  

• Lack of dedicated IT staff for remote support – Nothing is more vexing to remote 

users than a lack of instantaneous support during times of slow application performance 

or application inaccessibility. However, many organizations simply cannot justify the high 

costs of providing 24x7x365 support to all regions of the world. This often forces remote 

users to lose hours of productivity.   

• Security overhead from SSL-VPN connectivity – Remote desktop & SSL-VPN 

applications are more traffic intensive than normal Web traffic, as they involve additional 

encryption/decryption at either end of the communication channel. Given their 

bandwidth-intensive nature, most SSL-VPN applications do not connect without strong 

network throughput. 

• Shortcomings inherent within TCP – Most enterprise applications delivered over the 

Internet are based on TCP, which makes latency a critical component of application 

performance. TCP requires the recipient of a packet to acknowledge its receipt. If the 

sender does not receive a receipt within a certain time window, TCP assumes that the 

connection is congested and slows down the rate at which it sends packets. A packet 

takes time to travel from a server to the client, and there are limited numbers of packets 

that can be sent in a TCP/IP data transfer before the server stops and awaits 

acknowledgement for packets already received. This excessive latency, which is 

particularly common in the “middle mile” of the Internet, drags down packet transfer 

speed. 

The Solution: On-Demand Network Acceleration Services 

On-demand network acceleration services are a new breed of services from next-generation 
content delivery networks (CDNs) that add intelligence, elasticity, and higher performance 
across the enterprise WAN to remote workers. Such services also make the WAN uniformly 
responsive to an ever-changing set of users, applications & devices - without the need to 
purchase any hardware, software, or other components associated with the hardware-based 
approach to WAN acceleration. The following section describes how we at CDNetworks 
have built upon our global footprint of PoPs (points-of-presence or datacenters) and servers 
to provide an on-demand network acceleration service for mission-critical enterprise 
applications. We developed and tuned a new service, termed DNA, to provide optimum 
value for enterprises seeking to serve applications to remote users in multiple geographies. 

DNA, or Dynamic Network Acceleration, takes advantage of our global network of PoPs to 
channel enterprise application traffic across a highly reliable, persistent, and low-latency 
connection. Acting as an intelligent overlay to the inefficient public internet, DNA focuses on 
optimizing the “middle mile” traffic by reducing the number of round trips that data 
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packets must make. DNA does this through an array of network optimization techniques 
similar to those that CDNetworks has utilized for more than a decade of speeding website 
content and applications to end-users around the world.  

Applying the DNA service to enterprise application delivery dramatically reduces network 
latency and provides significantly improved performance for applications that can only be 
accessed by VPN, RDP, or other similarly secure methods. DNA also ensures high availability 
and optimal routing through its use of well-honed global load balancing techniques. As 
remote and mobile workers attempt to access applications, DNA routes each individual 
user’s requests to the closest DNA PoP. This method for ensuring fast application access also 
accommodates failover scenarios for any network element in the path. Figure 1 below 
demonstrates the elegance and simplicity of WAN acceleration with DNA. 

 

Figure 1. DNA enables and empowers the extended enterprise. 

Upgrading DNA is seamless and without requiring any downtime. We make this possible by 
relaying software updates in a phased manner across our redundant array of DNA nodes. 
Not only does this ensure business continuity, it keeps performance levels as high as possible 
at all times.  

We’ve developed DNA for one main purpose - to overcome the inherent inefficiencies of the 
Internet while adhering to all the standards which govern it. As it achieves this, DNA does 
not attempt to decipher packet data or decrypt RDP/SSL. From a CIO’s perspective, DNA 
provides dual benefits of superior application performance to remote workers and the ability 
to retain full control of all applications at all times. Since DNA operates as a managed 
service, there is no need for any additional application or site configuration by IT personnel. 
Similarly, IT has no need to deploy hardware or to perform application-specific 
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modifications. Even adding new users to the system occurs seamlessly, as DNA delivers full 
application functionality to users without the use of a client or software on their machines. 
In this way, DNA eliminates the drawbacks associated with hardware-based solutions: 
flexibility, provisioning time, TCO, and performance and security.   

The following (real world) case examples highlight several use cases in which DNA can 
provide significant value: 

AUTO MANUFACTURER 
A leading auto manufacturer in Northern Europe uses a complex global network of assembly 
plants, parts manufacturers, regional distributors, and partners. As such, they rely heavily on 
their SAP ERP and CRM applications. They maintain and upgrade these applications through 
an India-based IT services provider. However, connecting to the auto manufacturer’s US-
based datacenter at high levels of throughput from India has proven troublesome. This stalls 
application development and changes. As a result, the company cannot predictably roll out 
new application features quickly. 

MEDIA COMPANY 
A software design group within a prominent media company in the Silicon Valley is 
responsible for the design, drawing, and graphics of all marketing campaigns. They employ 
CAD and an array of Web 2.0 collaboration tools hosted in a remote datacenter. However, 
because of network latency issues, the CAD application simply freezes up and impedes 
progress in all three areas of the campaign. 

INSURANCE COMPANY 
One of the largest insurance providers in the United States has enjoyed rapid growth 
through acquisitions in recent years. As a result, they have a highly heterogeneous IT 
environment with more than fifty systems running on diverse platforms that include UNIX, 
Novell, and Microsoft. To save money, the company consolidated IT infrastructure over the 
course of three years. Today, they leverage a single, state-of-the-art, web-based, and 
centrally managed solution. However, IT has been inundated with complaints from 
numerous users around the globe, particularly travelling sales personnel, who are unable to 
use this core application in remote regions. 

GOVERNMENT 
In most countries, the Ministry of Foreign Affairs is responsible for maintaining relations with 
other countries and international organizations. In their capacity, ministries provide consular 
services to their citizens who live overseas through a network of embassies on multiple 
continents. To provide a more productive, secure, and easy-to-use working environment for 
its employees, the IT team at The Ministry of Foreign Affairs for a European country wanted 
to upgrade 3,000 computers to the new Windows 7 operating system. But, to do this 
efficiently, they had to remotely connect to these machines, which given the nature of 
remote network connectivity, involved significant delays. 

DISTANCE-LEARNING COMPANY 
A globally recognized distance-learning company has a LMS (Learning management 
solution) hosted at one of its data centers in North America. Thousands of users across 
different continents use a remote desktop application (I.e. Citrix XenApp or Microsoft RDP) 
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to access it. End-user satisfaction, productivity, and adoption of the solution severely fell, 
because Internet-induced latency slowed the LMS to a crawl. 

Conclusion: CIOs Must Act Fast to Enable Remote and Mobile Users 

As businesses expand geographically to take on new markets, so too do their networks of 
customers, employees, partners, suppliers. The combination of remote offices, remote users, 
and mobile workers accessing applications from a variety of locations and device types has 
brought a deluge of application traffic across the enterprise WAN. Yet, this is just the 
beginning. Nearly every month, new bandwidth-hogging cloud and mobile applications 
enter the market, and users continuously thirst for more. 

CIOs cannot afford to ignore new applications that make employees more productive and 
their organizations more competitive. Therefore, CIOs must find a way to optimize the 
enterprise WAN to deliver the mission-critical applications of today and tomorrow - to any 
user anywhere. Moreover, the solutions they choose need to provide ultimate flexibility, 
because only one thing is certain - changes to the application user landscape occur faster 
today than ever before. 

CDNetworks Dynamic Network Acceleration provides enterprises with an ultimately flexible 
and cost-efficient method for taking on the WAN application performance challenge. 
Delivered as a managed service, DNA turns every user location and device, no matter how 
remote, into a high-throughput application access point. Because DNA leverages our global 
CDN network, CIOs can quickly and seamlessly adjust delivery strategies as business and 
employee needs evolve. Finally, CIOs have a choice to move beyond the rigidity, high cost, 
and poor reach of hardware-based WAN accelerators.    

To to learn more about DNA and its ability to deliver a superior end-user experience across 
all your devices and access points, with zero disruption visit 
http://www.cdnetworks.com/solutions/dynamic_network_acceleration/ 

 

http://www.cdnetworks.com/solutions/dynamic_network_acceleration/
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Appendix 

Features of CDNetworks Dynamic Network Acceleration Service 

Feature Description Benefit 

Optimally 
tuned 
transport layer 

Standards-compliant transport 
protocol that leverages the latest TCP 
advances 

 Improves Middle mile performance 

Enterprise 
application 
support 

Optimal TCP/IP layer that can support 
any application running on top of it 

Enables superior performance of 
both browser-based and non-
browser applications, such as VPN 
clients running over a distributed 
enterprise infrastructure 

Intelligent 
middle-mile 
traffic 
management 

Proprietary load balancing 
infrastructure, based on sophisticated 
algorithms, that manages traffic 
routing and distribution within the 
middle mile 

Optimizes application response 
times while accounting for failover 
scenarios  

Network loss 
protection 

Networking techniques which 
minimize the impact of packet loss and 
traffic congestion 

Reduces network inefficiency and 
improves data transmission quality 

Transparent 
round trip 
time reduction 

TCP-IP techniques  to reduce lag time 
during the 'handshake' process 
occurring between proxies.  

Eliminates the need for excessive 
round trips across network elements 
caused by the protocol overhead in 
TCP/IP 

Enforcement 
of data 
integrity 

System- and hardware-level policies 
that prohibit caching of SSL certificates  

By not decrypting secure and 
sensitive data, the enterprise 
maintains complete control over 
application and content control and 
security 
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