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Executive Summary

Report Conclusions

ESG conducted an in-depth survey of 330 IT professionals familiar with and/or responsible for data protection
solutions (hardware and software) and processes, as well as potential future plans. Survey participants represented
midmarket (100 to 999 employees) and enterprise-class (1,000 employees or more) organizations in North America
(United States and Canada) and Western Europe (United Kingdom, France, and Germany).

Based on the data collected from this survey, ESG concludes:

e Increasing data volumes continue to impact data protection strategies. More than half of midmarket
respondents now report total data volumes exceeding 10 TB and 49% of enterprise organizations report
more than 100 TB (see Figure 1). The majority (57%) of organizations report annual growth of between
11% and 30% (see Figure 2), which should not be underestimated. Even with a seemingly-modest 20%
annual growth rate, an organization with 10 TB of total data would expand capacity requirements by 2 TB in
a year while a 100 TB environment would add 20 TB from the previous year. Existing data footprints
coupled with steadily increasing growth rates presents ongoing challenges to IT organizations and affects
data protection strategies.

e Organizations continue to face diverse data protection challenges. When presented with nearly two
dozen responses to the question, “what would you characterize as challenges with your organization’s
current data protection processes and technologies?” every response received at least one vote,
demonstrating the variety of data protection issues IT organizations grapple with daily (see Figure 3). Those
prioritized as the “primary” data protection challenge are closely associated with data growth: cost(s)
(14%), need to reduce backup times (9%), and keeping pace with the capacity of data to protect (8%), and
backup hardware costs (7%).

e Improving disaster recovery (DR) is the top data protection spending initiative for 2012-2013. This year’s
top data protection investments are themed around mitigating risk and modernizing data protection tape
(see Figure 4). Twenty-eight percent of respondents cited improving DR and 25% noted the need to meet
compliance requirements highlighting IT’s desire to minimize risk. Improving the backup and recovery of
virtual server environments (23%) and the elimination of tape (23%) suggest IT’s aspiration to modernize
data protection technologies and processes.

o The business value of data differentiates protection strategies. All data is not valued equally, as evidenced
in users’ responses to questions regarding applied data protection strategies and service level agreements
(SLAs). For tier-1 data, 53% of respondents could withstand one hour or less of downtime, compared to
21% for tier-2 and only 13% for tier-3 (see Figure 5). The differences between tiers regarding SLAs also
become apparent when the overall confidence in the ability to prevent both downtime (see Figure 6) and
data loss (see Figure 7), the frequency of backup copies (see Figure 8), and the types of data protection
solutions used for each tier (see Figure 9) are examined.

e Backup isn’t as ‘broken’ as some might presume. On average, 85% of backup jobs are completing
successfully—with 80% of restores completing within SLAs (see Figure 10). While improved backup
reliability would be better, the real issue is that one out of five restores fail. In almost all cases, ESG
recommends a more rigorous testing methodology for backup technologies and processes, along with
transparency by IT to its partners and stakeholders on data protection capabilities and SLAs.

e The shift from tape to disk continues. Despite the fact that a mere 10% of organizations use tape as their
only backup storage media, tape is still an integral part of many organizations’ data protection strategies. In
fact, while two-thirds of organizations use disk storage as part of their primary data protection strategy,
56% use tape as a tier at some point in the backup process (see Figure 11). Only 7% of organizations

© 2012, Enterprise Strategy Group, Inc. All Rights Reserved.
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leverage a third-party cloud service as part of their primary data backup process — 5% use cloud services as
another tier, while 2% back up directly over the WAN to a service provider.

e Itis acceptable to have multiple data protection solutions. Primarily for the purposes of reducing licensing
costs across enterprises, as well as integrating data-protection-enabling hardware, not only is backup
application diversity active now, this is a trend that will continue in the future. According to Figure 12, 40%
of IT environments use a single backup application today. However, within two years, this figure will drop to
only 25%. While the prevailing current on-premises deployment model is software deployed on a physical
server, nearly half would prefer to either install their backup applications on a virtual appliance or integrate
them on a storage system (see Figure 13).

e  Status quo backup solutions are not sticky. Half of survey respondents have had their primary backup
application deployed for three years or less (see Figure 14). If hardware is a cornerstone of a backup
solution, it presumably has a 3-year reconsideration point with relatively little attractiveness to retain
versus an alternative hardware vendor. If the backup solution is software-centric, there are more frequent
chances to renew commitment with the customer (or lose it), based on capabilities and TCO. The cost and
time invested in acquiring, deploying, and fine-tuning backup applications, as well as training staff to use
them, has traditionally inspired fidelity to a particular backup vendor and/or solution. However, if
presented with the opportunity to re-architect backup processes, 44% would use a new backup
solution/vendor and 16% would use a cloud-based backup service (see Figure 15). According to Figure 16,
the top two drivers for changing the status quo are the volume of data organizations have to back up and
software licensing models.

e Non-traditional backup technologies continue to gain momentum. Advanced technologies such as
snapshot, replication, and continuous data protection (CDP) have made impressive strides in terms of
adoption. Specifically, more than half currently use snapshot (58%) and/or replication (55%), while 21% use
CDP technology (see Figure 17). Array-based solutions were or will be added to existing backup solutions
based on how their capabilities enable cost-reduction, regardless of the promise of better SLAs such as
faster restores or reduced server overhead. In fact, when considering the predisposition to diversify
backup solutions, this is the most likely investment area.

e Snapshot and replication technologies are replacing—or augmenting—existing backup solutions.
Snapshot and replication are more often becoming likely candidates to replace traditional backup, with 13%
of organizations electing snapshot over traditional backup, 28% using replication in lieu of file-level backup,
and 20% phasing out backup with a combination of snapshot and replication software (see Figure 18). More
than one-quarter of current and planned users of snapshot or replication technology expect to use these
solutions in an additive manner with their existing backup applications.

e Improved RTOs and RPOs are the biggest selling points for snapshot. When current users were asked
about the impact—good or bad—snapshot has had on data protection processes, improved recovery time
objectives and improved recovery point objectives were at the top of the list, and while 28% reported
increased disk storage capacity requirements, only 13% had experienced increased costs (see Figure 19).
Forty-two percent of planned adopters expect to implement snapshot technology via file system (see Figure
20). Despite the fact that very few current users attributed increased costs to snapshot solutions, more
than one-third of those respondents with no plans to use snapshot cite cost as an adoption impediment
(see Figure 21).

e Using replication as a stepping stone to disaster recovery. Forty-two percent of current replication users
believe the technology has affected their organization for the better by enabling disaster recovery (see
Figure 22). More than one-third of planned adopters expect to implement replication technology via a
storage array (see Figure 23). As was the case with snapshot technology, cost was the number one barrier
to replication adoption. Specifically, Figure 24 reveals that almost half of those organizations with no plans
to implement replication technology cite cost as at least one of the reasons behind the decision.

© 2012, Enterprise Strategy Group, Inc. All Rights Reserved.
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o Deduplication is a “when,” not an “if.” With disk-based protection being the primary line of defense for
most environments, IT is struggling not only with primary storage growth but also backup target growth
that is often a multiple of the primary. More than three-quarters of respondent organizations either
currently use deduplication or expect to implement the technology within the next 24 months (see Figure
25). Of the many purchase considerations, cost, ease of deployment/use, and impact of backup/recovery
performance were ranked in the top three by both current users and planned adopters (see Figure 26).
Deduplication is more likely to be implemented in backup software by current users, while planned
adopters expect to deploy the technology via an appliance or disk-based storage system (see Figure 27).

e |IT would like to move toward a unified strategy for physical and virtual server protection. Since
organizations deploy server virtualization in phases, a level of heterogeneity exists between physical and
virtual workloads. Most respondent organizations (53%) currently use separate backup applications to
protect data residing on physical and virtual machines (see Figure 28). However, when respondents were
gueried on their preferred approach, more than two-thirds cited a preference for a single backup
application for both physical and virtual environments. So, while IT is willing to diversify data protection
solutions (as seen in Figure 12), adding one specifically for virtualization solutions does not appear as a
preference.

e Virtualization protection methods vary greatly—and everyone is relatively happy. Respondents cite a mix
of techniques to protect data in virtual machines. While agent-based solutions are still most popular, a
range of host-based, hypervisor-enabled and array-powered backup solutions are all in use (see Figure 29).
Most respondents are at least satisfied with their organization’s primary method for backing up virtual
machines—regardless of the methodology in use—and almost one-in-five report being very satisfied (see
Figure 30).

o The cloud is establishing a foothold as a backup storage tier. While only 7% of organizations currently use
cloud as part of their primary data protection process (as seen in Figure 11), sixteen percent would use
cloud services if given the opportunity to completely re-architect their backup processes (as seen in Figure
15). However, the real opportunity is the emerging cloud storage tier: more than one-fifth of organizations
currently utilize third-party online backup services to support data protection operations and an additional
23% are evaluating these services (see Figure 31). While—on average—only 5% of total backup data
resides on cloud storage today, this number is expected to more than triple over the next two years (see
Figure 32). Among both current and planned users of cloud backup, the ability to store data remotely for
disaster recovery purposes, improved cost-effectiveness, and simplified budgeting were the three most
cited adoption drivers for these services (see Figure 33).

© 2012, Enterprise Strategy Group, Inc. All Rights Reserved.
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Introduction

Research Objectives

In order to assess the current state of the data protection market, ESG recently surveyed 330 North America- and
Western Europe-based senior IT professionals representing midmarket (100 to 999 employees) and enterprise-class
(1,000 employees or more) organizations. All respondents were familiar with and/or personally responsible for
evaluating, purchasing, or managing data protection technologies—such as backup and recovery software, data
replication software, and disk or tape storage systems used for secondary data storage—for their organization.

The survey was designed to answer the following questions:

What are the primary data protection challenges that organizations are currently facing?
Which areas of data protection will merit the greatest level of investment in 2012 and beyond?

How confident are organizations that their data protection applications and processes are adequately
protecting their data?

Which types of data protection technologies and processes are currently in use? How will this change going
forward?

What impact does the business value of data have on data protection applications and processes?
How satisfied are organizations with their current data protection technologies and strategies?

What types of storage media are currently used to support data protection requirements and how will this
change over time?

How pervasive has data deduplication usage become over the last several years?
What methods do organizations use to protect virtual machines today?

Does the organization maintain different approaches to protecting its virtual and physical servers? What is
the preference for protecting physical versus virtual?

What impact is the cloud having on data protection strategies today and how will this change in the near
future?

Survey participants represent a wide range of industries including manufacturing, financial services,
communications and media, health care, retail, government, and business services. For more details, please see
the Research Methodology and Respondent Demographic sections of this report.

© 2012, Enterprise Strategy Group, Inc. All Rights Reserved.
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Research Findings

Size and Growth of Data Protection Environments
Figure 1. Total Volume of Data Stored on Corporate Servers and Storage Systems

What is your immediate organization’s approximate total volume of data stored on
corporate servers and storage systems? (Percent of respondents, N=330)

B Midmarket (100 to 999 employees, N=135) Enterprise (1,000 or more employees, N=158) Total (N=293)

60%

49% 49%
50%

39% 39% 39%
40%
32%

29%
30%

20%
13% 12%

10%

0%
10 TB or less 11 TBto 100 TB More than 100 TB

Source: Enterprise Strategy Group, 2012.

Figure 2. Annual Data Growth Rates

At approximately what rate do you believe your total volume of data is growing
annually? (Percent of respondents, N=330)
40%

35%
35%

30%

25% 22%

0,
20% " 16%
15%

10% 8%
>% >% 3%
5% I . . 1% 1% 2% 0% 0
0% - N E—— - T T -—‘
1% to 11% to 21% to 31% to 41% to 51% to 61% to 71%to 81%to 91%to More Don't
10% 20% 30% 40% 50% 60% 70% 80% 90% 100%  than know
annually annually annually annually annually annually annually annually annually annually 100%
annually

Source: Enterprise Strategy Group, 2012.
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Data Protection Challenges and Areas of Investment

Figure 3. Current Data Protection Process and Technology Challenges

Which of the following would you characterize as challenges with your organization’s
current data protection processes and technologies? Which would you characterize as the
primary challenge for your organization? (Percent of respondents, N=330)

Cost(s)

Need to reduce backup time

Keeping pace with capacity of data to protect
Securing confidential data
Remote site backup/recovery

Need to improve backup and recovery reliability
Management of data protection environment
Bandwidth availability/cost for transferring copies off site
Lack of disaster recovery plan or process
Database-/application-specific backup/recovery
Implementing/improving business continuity
Searching for data across backup volumes

Endpoint (desktop/laptop/handheld) backup/recovery
Meeting/proving compliance requirements
Unacceptable level of downtime/need to improve RTO
Data protection for virtual environment

Tape media costs and management

Difficult to validate backup/recovery success

Meeting e-discovery demands (i.e., litigation support)
Managing multiple data protection vendors/solutions
Limited or no ability to classify data

Poor service and support from vendor(s)
Unacceptable level of data loss /need to improve RPO

None of the above

A%
56%
'-
50%
:.
42%
o
49%
o
47%
.l
42%
.l
38%
A%
36%
49 Primary data
32% protection
o challenge
42%
0
36%
o
35%
o Hm All data
‘ 33% protection
o challenges
‘ 33%
0
27%
0
37%
0
32%
0
31%
0
29%
0
27%
0
26%
0
25%
O
23%
o)
3%

10% 20% 30% 40% 50% 60%
Source: Enterprise Strategy Group, 2012.
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Figure 4. Top Areas of Data Protection Investment

In which areas of data protection do you believe your organization is likely to make the
most significant investments over the next 12-18 months? (Percent of respondents,
N=330)

Improving disaster recovery capabilities 28%
Meeting compliance requirements 25%
Eliminating tape-based backup/recovery 23%
Improving backup/recovery of virtual server environments 23%
Improving database/application backup and recovery 21%
Re-architecting backup/recovery environment/processes 19%

Verifying recoverability of data 18%

Using a third-party, cloud backup service (backup Saa$S or

cloud-based storage) 18%

Using third-party cloud services for disaster recovery 17%
Implementing data deduplication 17%
Implementing data archiving for capacity efficiency 16%
Consolidating data protection vendors/solutions 16%
Implementing or improving backup reporting 15%

Implementing data archiving for compliance/e-discovery 15%

Improving application availability via high availability

0,
technology 15%

Introducing disk in backup processes 15%

Implementing endpoint (desktop, laptop, handheld)

0,
backup and recovery 13%

Implementing appliances for backup/recovery 13%

Implementing snapshot or continuous journaling to reduce
downtime and/or data loss
Transitioning from file-level backup to a snapshot and/or
replication approach
Implementing/improving remote/branch office (ROBO)
backup and recovery

12%
11%
9%
We will not invest in data protection at all this budget year 5%

0% 5% 10% 15% 20% 25% 30%
Source: Enterprise Strategy Group, 2012.

© 2012, Enterprise Strategy Group, Inc. All Rights Reserved.



B E Research Report: The Modernization of Data Protection 11

Business Value of Data and the Impact on Data Protection
Figure 5. Amount of Downtime Tolerance

For each of the following tiers of data, please indicate the amount of downtime your
organization can tolerate before you experience significant revenue loss or other
adverse business impact. (Percent of respondents, N=330)

M Tier-1 data Tier-2 data Tier-3 data

40% 36%
35%
30% 26%
25% 23%29% 22% 23%
20% 17% 18%

’ 6% 15%
15% 13% 12% 13%
10% 8% 9%

5% 5% 5% 4%

1% 2%

[]
0% \ \ \ \ \. - |

lhourto3 3hoursto1l0 10hoursto 24 1dayto3days Morethan3
hours hours hours days

Less than 1
hour

None

Source: Enterprise Strategy Group, 2012.

Figure 6. Confidence Level that Data Protection Processes Prevent Downtime

For each of the following tiers of data, are you confident that your organization’s
current data protection processes provide an adequate level of protection against
downtime? (Percent of respondents, N=330)

H Tier-1 data Tier-2 data Tier-3 data
70%
59%
60%
50%
0,
40% 0% 39% 37%
0,
30% 30% 27%
0,
20% 17% 20%
10%
8%
10% 3% % 19% 2% 4%
- |

0% T T T

Maybe, | worry that No, | know that some  No, | know that a Don’t know
our backup processes amount of our data is significant amount of

leave some data  exposed to potential our data is exposed to
exposed to potential downtime potential downtime

downtime

Yes, | am confident
that our data is
protected

Source: Enterprise Strategy Group, 2012.
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Figure 7. Confidence Level that Data Protection Processes Prevent Data Loss

For each of the following tiers of data, are you confident that your organization’s
current data protection processes provide an adequate level of protection against
data loss? (Percent of respondents, N=330)

W Tier-1 data Tier-2 data Tier-3 data
70% 66%
60%
50% 41% 43% 42%
40%
5 27% 27%
30% 21%
20% 12%
o 6% 9
10% 0 1% 2% 5% 0% 2% 3%
0% | . |
Yes, | am confident Maybe, | worry that No, | know that some  No, | know that a Don’t know
thatourdatais  ourbackup processes amount of our data is significant amount of
protected leave some data  exposed to potential our data is exposed to
exposed to potential loss potential loss

loss

Source: Enterprise Strategy Group, 2012.

Figure 8. Frequency of Backup Copies

Please indicate the frequency with which your organization makes backup copies for the
following types of data. (Percent of respondents, N=330)

M Tier-1 data Tier-2 data Tier-3 data
60% 57%
50%

43%
40% 36%

32%
30%
229%2% 21%
20% 15%
0%
10% 07% 0/ O, o, 8%
5% 5% 3% 5% 39 o, 4%
° 1%1%°7°  g92%
0% T T T T T — T ]
Multiple times Once per day  Every hour Every 15 Continuously Other Don’t know
per week minutes

Source: Enterprise Strategy Group, 2012.
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Figure 9. Methods of Protecting Data

How does your organization protect each of the following tiers of data? (Percent of
respondents, N=330, multiple responses accepted)

H Tier-1 data Tier-2 data Tier-3 data
60%
52%
50%
38%
40% 34% 20% 33%
()
30% i = 22% 22% 20%
19% 19% 21% ° 0ce%
20% 15%
10%
0% T T T T 1
Via third-party online Continuous File- or application- Point-in-time Mirroring/replication
backup service journaling or level copy snapshot
continuous data
protection (CDP)

Source: Enterprise Strategy Group, 2012.

Figure 10. Success Rates for Backup and Recovery Jobs

Please indicate your organization’s approximate overall success rate for all backup jobs
completed within backup windows, as well as for all recovery jobs completed within
prescribed RTO/RPO SLAs. (Mean)

90%
86%

85% 82%

80%
75%
70%
65%

60%

55%

50% |

Percent of total backup jobs successfully completed Percent of total recovery jobs successfully completed
within the backup window (N=300) within the prescribed RTO/RPO SLAs (N=270)

Source: Enterprise Strategy Group, 2012.
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Primary Data Protection Processes

Figure 11. Primary Data Backup Process

Which of the following best describes how the data backup process is generally managed
by your organization? (Percent of respondents, N=330)

Datais initially backed up to on-site disk storage and a
copy is sent off-site via removable media (i.e., tape)
(D2D2T)

Datais initially backed up to on-site disk storage and a
copy is sent over the WAN to off-site disk (D2D2WAN)

Datais initially backed up to on-site tape storage and a
copy is sent off-site via removable media (i.e., tape)
(D2T12T)

Data is backed up to on-site disk storage with no off-site
copy (D2D)

Data is backed up to on-site tape storage with no off-site
copy (D2T)

Data is backed up over the WAN directly to a secondary
corporate site such as a headquarters location or other
corporate data center (no on-site storage of backup data)
(D2WAN)

Datais initially backed up to on-site disk storage and a
copy is then sent to a third-party cloud storage service
provider (D2D2C)

Data is backed up over the WAN to a third-party backup
SaaS/cloud service provider (no on-site storage of backup
data) (D2C)

|

31%
| 7%
m-
| 2%
0% 5% 10% 15% 20% 25% 30% 35%

Source: Enterprise Strategy Group, 2012.
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Current Backup Environments

Figure 12. Number of Unique Backup Applications Used

Please indicate the number of unique backup applications in use by your organization
(for both physical and virtual environments) today. Indicate how you expect that to
change in the next 24 months. (Percent of respondents, N=323)

W Today In the next 24 months
45%
40%
40%
35% 329 33%
30%
25%
25%
20% o 17%
b 14%
15%
10%
10% 7%
5%
H - =
0% ‘ —— — ‘
One backup Two backup Three backup Four backup More than four Don't know
application applications applications applications backup

applications

Source: Enterprise Strategy Group, 2012.

Figure 13. Deployment Model for On-Premises Backup Solution: Current vs. Preferred

What is your organization’s most common deployment model for on-premises backup
solutions? Going forward, what would you say is your organization’s preference for
deploying on-premises backup solutions? (Percent of respondents, N=323)

H Current deployment model Preferred deployment model
70%
61%

60%
50%
0% 31%

o, 0
30% 28% 27% 54y,

18%
20%
8%

10% 3%

0% | ‘ - ‘ L
Software application Physical appliance Virtual appliance installed Technology integrated on
installed on a physical  deployed on the network  on a virtualized server storage system

server

Source: Enterprise Strategy Group, 2012.
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Figure 14. Length of Primary Backup Application Deployment

How long has your organization's current primary backup application (regardless of
version) been deployed ? (Percent of respondents, N=323)

Don't know, 2%

More than 10 years,

7% \
8to 10 years, 5%\‘

4to 7 years, 37%_—

Less than 1 year, 7%

——— 1to3years, 43%

Source: Enterprise Strategy Group, 2012.

Figure 15. Commitment to Current Backup Process

If provided the opportunity to completely re-architect its backup process(es) from
scratch, do you believe your organization would: (Percent of respondents, N=323)

Don’t know, 8%
Use a third-party

cloud backup service
instead of an in-
house solution, 16%__—7

Use the same/

backup solution,
32%

Use a new backup
solution, 44%

Source: Enterprise Strategy Group, 2012.
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Figure 16. Factors Most Likely to Drive Replacement of Current Backup Solution

Which of the following factors do you believe would be most likely to drive your
organization to replace its current backup solution? (Percent of respondents, N=142,
multiple responses accepted)

Volume of data is forcing new approach 40%
Cost / software licensing model 39%
Poor performance

Solution not keeping pace with requirements
Tape replacement / elimination initiative
Catalyst event

Lack of ease of use / management
Consolidating vendors/solutions

New vendor influence

Poor service and support from vendor

Lack of target device support

Lack of application support 9%

Lack of hypervisor support 8%

0% 10% 20% 30% 40% 50%

Source: Enterprise Strategy Group, 2012.
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Adoption of Alternative Data Protection Technologies
Figure 17. Usage of Data Protection Technologies to Back Up Data on Physical Servers

Please describe your organization’s current or planned usage of the following data
protection technologies to back up data on its physical servers. (Percent of
respondents, N=323)

B Currently deployed Expect to deploy within 12-24 months No plans to deploy at this time ~ ® Don’t know

Snapshot 16%
Mirroring/Replication 24%
CcDP 39%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Source: Enterprise Strategy Group, 2012.

Figure 18. Plans to Replace File/Application Level Backup with a Snapshot or Replication Solution

To the best of your knowledge, does your organization have plans to replace all or some
file/application-level backup with a snapshot or replication solution? (Percent of
respondents, N=181)

Yes, we plan to
Don't know, 9% ' P
’ replace

file/application-level
backup with a
snapshot solution,
13%

P

No, snapshot and/or
replication solutions
will be used in an
additive manner with
our existing
file/application-level

backup application(s), Yes, we plan to

29% replace
Yes, we plan to file/application-level
replace backup with a
file/application-level/ replication solution,
backup with a 28%
combination of
snapshotand

replication, 20%
Source: Enterprise Strategy Group, 2012.
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Figure 19. Impact of Snapshot Technology on Data Protection Processes

How has the implementation of snapshot technology impacted your organization’s data
protection processes? (Percent of respondents, N=187, multiple responses accepted)

Improved recovery time objectives 41%
Improved recovery point objectives
Improved reliability of backups

Increased disk storage capacity requirements
Accelerated backup performance

Reduced impact on production systems

Cost savings

Streamlined processes

Introduced complexity

Savings in disk storage capacity

Slowed performance of applications 14%

Increased costs 3%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%
Source: Enterprise Strategy Group, 2012.

Figure 20. Expected Implementation of Snapshot Technology

How do you expect your organization will implement snapshot technology? (Percent
of respondents, N=52)

Don't know, 8%

Implement via
application/database, ____
13%

Implement via file
system, 42%

Implement via_—
volume manager,
13%

Implement via /
virtualization layer,
23%
Source: Enterprise Strategy Group, 2012.
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Figure 21. Reasons Why Organizations Have No Plans to Use Snapshot Technology

To the best of your knowledge, why do you believe your organization has no plans to
utilize snapshot technology for physical system backup operations? (Percent of
respondents, N=68, multiple responses accepted)

Cost

Don't see the benefits (i.e., satisfied with current on-site
process)

Potential complexity it brings to backup process

Concerns about disk storage capacity requirements

Concerns that maintaining snapshots on primary system
will impact performance

Not a transaction-consistent image; concerns about data
loss

Lack of "catalog" for data retrieval/recovery purposes
Lack of granularity for application recovery is too limiting
Too much overhead in reclaiming disk space

Maintaining copies on primary system is too risky

Waiting for current backup vendor to integrate snapshots
with backup policies and catalog

Organizational/cultural resistance

34%

0% 10% 20% 30% 40%

Source: Enterprise Strategy Group, 2012.
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Figure 22. Impact of Replication on Data Protection Processes

How has the implementation of replication technology impacted your organization’s data
protection processes? (Percent of respondents, N=178, multiple responses accepted)

Enabled disaster recovery 42%
Improved recovery time objectives

Increased storage capacity requirements

Improved reliability of backups

Improved recovery point objectives

Increased bandwidth requirements

Accelerated backup performance

Increased application availability

Provided cost savings

Increased performance impact on production systems
Lowered administrative overhead

Lowered performance impact on production systems

Created savings in disk storage capacity

0% 10% 20% 30% 40% 50%
Source: Enterprise Strategy Group, 2012.

Figure 23. Expected Implementation of Replication Technology

How do you expect your organization will implement replication technology? (Percent
of respondents, N=78)

Don't know, 1%

Implement via
virtualization layer,
13%

Implement
application-
/database-based

replication, 21%

~

Implement array-

based replication,
36%

_——

\Implement host-

based replication,
29%
Source: Enterprise Strategy Group, 2012.
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Figure 24. Reasons Why Organizations Have No Plans to Use Replication Technology

To the best of your knowledge, why do you believe your organization has no plans to
utilize replication technology for physical system backup operations? (Percent of
respondents, N=58, multiple responses accepted)

Cost 45%

Don't see the benefits (i.e., satisfied with current on-site
process)

Potential complexity it brings to backup process
Concerns about data security/privacy
Impact on bandwidth

No ability to recover to a previous point in time

Concerns about reliability 12%

Organizational/cultural resistance 12%

0% 10% 20% 30% 40% 50%
Source: Enterprise Strategy Group, 2012.

Deduplication Technology
Figure 25. Use of Data Deduplication
Is your organization currently using any data deduplication solutions? (Percent of

respondents, N=323)

Don't know, 4%

‘Yes’ :

No, but we plan to
within 12 months,
23%

No, and we have no

plans to, 20% \ I‘

No, but we plan to/

within 24 months,
16%

Source: Enterprise Strategy Group, 2012.
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Figure 26. Most Important Considerations When Evaluating and Selecting Deduplication Technology: Current vs.

Planned Users

Which of the following considerations would you say were - or will be - most important
in your organization’s evaluation and selection of data deduplication technology?

(Percent of respondents, multiple responses accepted)

i 54%
Cost of solution _ a5% "

Ease of deployment/use

Impact on backup performance

Impact on recovery performance

Integration with existing backup processes/solutions

Ability to deduplicate across systems/data sets

High availability features of the deduplication
system

Granularity of deduplication

Ability to replicate deduplicated data off-site
Where deduplication occurs

Deduplication ratio

Vendor service and support

Ability to keep backup catalog updated

Ability to seamlessly/non-disruptively scale the
solution
Experience/reputation of vendor in backup
implementation
Ability to deduplicate in hardware or software from
the same vendor

Existing relationship with vendor

When deduplication occurs

© 2012, Enterprise Strategy Group, Inc. All Rights Reserved.

I 31%

29%
I 26%

dg%
31%

N 17% 2p%

I 13% 23%

———— 79

%
d 23%

18%
I 5%

I 10% 1%

16%
I 17%

ﬂ 22%

5%
18%

ir%%
17%

13%
109

12%
109

10%
. 10%

ﬂlZ%

0% 10% 20% 30% 40%

36%

Current
deduplication
users (N=119)

H Planned
deduplication
users (N=126)

50% 60%

Source: Enterprise Strategy Group, 2012.
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Figure 27. Data Deduplication Implementation Models: Current vs. Planned Users

How is data deduplication currently implemented - or how do you expect to implement
the technology - in your IT environment? (Percent of respondents)

M Planned deduplication users (N=126) Current deduplication users (N=119)

50% 46%
45%
40% 37% 36%
35%
30% 28% 26%
25%
19%

20%
15%
10% 8%

>% - 0%

0% T T

Implemented in backup Implemented in hardware Implemented in both Don't know
software only (appliance or disk storage  backup software and
system) only hardware for different

workloads

Source: Enterprise Strategy Group, 2012.

Protecting Virtual Environments
Figure 28. Approach to Protecting Virtual and Physical Servers

What is your organization’s current approach to protecting its virtual and physical
servers? What do you believe would be your organization’s preference for protecting
its virtual and physical servers? (Percent of respondents, N=201)
B Current approach Preferred approach
80%
69%
70%

60% 53%
50%

47%

40%

30% 24%

20%

10% 7%

0%
0% T T
Use separate backup applications Use a single backup application for Don't know
for virtual and physical server virtual and physical server
environments environments

Source: Enterprise Strategy Group, 2012.

© 2012, Enterprise Strategy Group, Inc. All Rights Reserved.



B E Research Report: The Modernization of Data Protection 25

Figure 29. Approaches to Protecting Virtual Machines

Which of the following approaches does your organization utilize to back up its virtual
machines/instances? (Percent of respondents, N=201)

Agent in virtual machines (guest OS) 46%

Host-based (i.e., software) replication

Primary method
for backing up
virtual machines

Image-level backup software
Agentinstalled in host OS

Native hypervisor snapshot

B All methods for
backing up
virtual machines

Array-based snapshot
Array-based replication

Custom scripts

Don't know

[s)
%
0% 10% 20% 30% 40% 50%

Source: Enterprise Strategy Group, 2012.

Figure 30. Level of Satisfaction with Primary Method of Backing Up Virtual Machines

What is your organization’s level of satisfaction with its primary method for backing
up virtual machines? (Percent of respondents, N=201)

Dissatisfied, 2% Don'tknow, 1% I
Very satisfied, 18%

s

Somewhat satisfied,

31% \

\Satisfied, 46%

Source: Enterprise Strategy Group, 2012.
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Using the Cloud for Data Protection
Figure 31. Utilization of Third-Party Cloud Services for Data Protection

To the best of your knowledge, does your organization currently utilize third-party
cloud services for any data protection (i.e., backup, DR) operations? (Percent of
respondents, N=323)

Don't know, 3%

Yes, 21%

No, and we have no
interest in third-party
cloud services at this

time, 26%

No, but we are
\currently evaluating

third-party cloud
j services, 23%
No, but we would
consider third-party
cloud services, 27%

Source: Enterprise Strategy Group, 2012.

Figure 32. Significant Shift of Backup Data to the Cloud over the Next Two Years

Approximately what percentage of your organization's total volume of backup data is
currently stored on each of the following storage media types? Please also indicate
what you expect these percentages to be in the next 24 months. (Mean, N=330)

H Percent of backup data on each media type — Today Percent of backup data on each media type —in 24 months
35% 33%
30%
26%
25% 22% 22%
20% 18%
15% 14%
15% 12% 11% 11% 11% [
10% e —
5%
B
0% T T T T
On-site internal On-site external On-site tape (i.e., Off-site tape Off-site disk Off-site cloud
server storage disk-based accessible tape) storage provider
storage system (i.e., cloud
storage)

Source: Enterprise Strategy Group, 2012.
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Figure 33. Factors Driving Decision to Use Cloud-based Backup Service: Current vs. Potential Users

Which of the following factors do you believe would be most likely to lead your
organization to utilize - or consider - a cloud backup service? (Percent of respondents,
multiple responses accepted)

51%
45%

Ability to store data remotely for disaster
recovery

More cost-effective than in-house solutions
and processes

Predictable costs (i.e., simpler budgeting)

Improved support for remote office/branch
office locations

Improved service levels
Ability to eliminate on-site backup hardware
and software

Service allows us to take advantage of
advanced technology

Better management/reporting capabilities

Offload regulatory compliance requirements

to a service provider

Facilitates chargeback to internal business
units

3
I 23%

I 16%

15%

F 12%

0%

10%

20%

38%

I 46%

32%

I 39%

I 30%

28%

I 27%

26%

30%

Current cloud-

2% based backup

users (N=74)

3]6%
I 30% W Potential cloud-
| . based backup
28% 3d% users (N=161)
_ (0]
28%

40% 50% 60%

Source: Enterprise Strategy Group, 2012.

© 2012, Enterprise Strategy Group, Inc. All Rights Reserved.



B E Research Report: The Modernization of Data Protection 28

Research Methodology

To gather data for this report, ESG conducted a comprehensive online survey of IT managers from private- and
public-sector organizations in North America (United States and Canada) and Western Europe (United Kingdom,
France, and Germany) between January 9, 2012 and January 27, 2012. To qualify for this survey, respondents were
required to be senior IT managers familiar with and/or personally responsible for evaluating, purchasing, or
managing data protection technologies—such as backup and recovery software, data replication software, and disk
or tape storage systems used for secondary data storage—for their organization.

After filtering out unqualified respondents, removing duplicate responses, and screening the remaining completed
responses (on a number of criteria) for data integrity, we were left with a final total sample of 330 IT managers.

Please see the Respondent Demographics section of this report for more information on these respondents.

Note: Totals in figures and tables throughout this report may not add up to 100% due to rounding.
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Respondent Demographics

The data presented in this report is based on a survey of 330 qualified respondents. The figures below detail the
demographics of the respondent base, including individual respondents’ current job responsibility and technology
area of responsibility, total number of employees, primary industry, annual revenue, total number of production

servers, and total volume of data.

Respondents by Role
The breakdown of current roles within an organization among survey respondents is shown in Figure 34.
Figure 34. Survey Respondents, by Role

Which of the following best describes your current role within your
organization? (Percent of respondents, N=330)

Other, 2%

N

IT Staff (e.g.,
Storage
Administrator,
Systems
Administrator,
Application
Administrator,

etc.), 32% IT Management

(e.g., CIO, VP of
IT, Director of IT,
etc.), 67%

Source: Enterprise Strategy Group, 2012.

Respondents by Primary Technology Responsibility
Respondents’ primary area of technology responsibility is shown in Figure 35.
Figure 35. Survey Respondents, by Primary Technology Responsibility

Which of the following would you consider to be your primary area of technology
responsibility? (Percent of respondents, N=330)

Storage / SAN, 3%
T \
Architecture/Planning,
5%

General IT, 37%

_—

Applications/Database,
10%

Servers, 11%

Data Protection (e.g.,/

backup/recovery, ~_IT Operations, 21%
replication, etc.), 13%
Source: Enterprise Strategy Group, 2012.
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Respondents by Industry

Respondents were asked to identify their organization’s primary industry. In total, ESG received completed,
qualified responses from individuals in 19 distinct vertical industries, plus an “Other” category. Respondents were

then grouped into the broader categories shown in Figure 36.
Figure 36. Survey Respondents, by Industry

What is your organization’s primary industry? (Percent of respondents, N=330)

Manufacturing, 21%

r

Other, 28%
~\

Retail/Wholesale, 5%_\/
Communications &
Media, 5%
Business services

(accounting,
consulting, legal), 8%

Financial (banking,
— securities, insurance),
12%

\ Government
(Federal/National,

State/Province/Local),
10%

Health Care, 10%
Source: Enterprise Strategy Group, 2012.

Respondents by Number of Employees
The number of employees in respondents’ organizations is shown in Figure 37.
Figure 37. Survey Respondents, by Number of Employees

How many total employees does your organization have worldwide? (Percent of
respondents, N=330)

20,000 or more, 15% /— 100to 249, 13%

\

25010499, 14%

10,000 t0 19,999, 6% _— . —

5,000 to 9,999, 9%/ I
/ T~ 50010999, 17%
2,500t0 4,999, 11%

1,000to0 2,499, 15%

Source: Enterprise Strategy Group, 2012.
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Respondents by Annual Revenue
Respondent organizations’ annual revenue is shown in Figure 38.
Figure 38. Survey Respondents, by Annual Revenue

What is your organization’s total annual revenue ($US)? (Percent of
respondents, N=330)

20%
18%
16%

14%
12% 1%  11%

129
11% ? 11%
. 99 9%
10% ° ° 8% 8%
8%
9 5%
6% 4% °
4%
0% T T T T T T T T T

Lessthan  $25 $50 $100 $250 $500  $1billion $5 billion $10 billion$20 billion  Not
$25  million to million to million to million to million to to $4.999 to $9.999 to or more applicable
million $49 $99 $249 $499 $999 billion billion  $19.999 (e.g.,
million  million  million  million  million billion public
sector,
non-
profit)

Source: Enterprise Strategy Group, 2012.

Respondents by Number of Production Servers
Respondent organizations’ number of production servers is shown in Figure 39.
Figure 39. Survey Respondents, by Number of Production Servers

Approximately how many total production servers (whether physical or
virtual) are supported worldwide by your IT organization? (Percent of
respondents, N=330)

Don't know, 2%

More than 5,000,
4%

2,501 to 5,000, 4%

1,001 to 2,500, 6%_— <

501 to 1,000, 9% /' __ 25t049,19%
251 to 500, 10%/

/ 5010100, 16%
101 to 250, 13%

Less than 25, 18%

Source: Enterprise Strategy Group, 2012.
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Respondents by Total Volume of Data

The approximate total volume of data stored on corporate servers and storage systems in respondents’
organizations is shown in Figure 40.

Figure 40. Survey Respondents, by Total Volume of Data

What is your immediate organization’s approximate total volume of data stored
on corporate servers and storage systems? (Percent of respondents, N=330)

14% 13%
12%

1Y
(1Y
(=]

12%

11%
10%
10% 9% 9%
8%
8%
6% 5% 5% 5%
4%
2%
T T T T

0% I I I I I I
less 1TB-56TB-10 11TB- 26TB- 51TB- 101TB- 251TB- 501TB- More Don't
than1 TB TB 25TB  50TB 100TB 250TB 500TB- 1PB than1l know
B PB
Source: Enterprise Strategy Group, 2012.
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