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Introduction 
 
This whitepaper provides an insight into the envisaged industry position for 

embedded mobile and the subsequent requirements for effective fraud and 

security management. It incorporates discussion on the types of threats that 

communications service providers (CSPs) will be exposed to and what will 

ultimately be required to respond, as well as helping to define an evolving 

strategy built upon a robust foundation of people, processes and technology – 

ensuring a combined approach.   
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Embedded Mobile (EM) refers to a host of devices 

and services using wide-area mobile network 

technologies to provide communications between 

machines themselves (machine-to-machine, or 

M2M) and also with people. Wireless devices for 

M2M communications based on 3rd Generation 

Partnership Project (3GPP) technologies such as 

GSM, 3G, HSPA and LTE are intended to grow 

exponentially over the next 2 – 3 years.  

The GSMA‟s forecast is that connected devices 

with a SIM will exceed 500million.   

Embedded solutions will encompass a range of 

devices and end to end services involving  

consumer electronics, business enterprise,  

automotive, industrial/utilities and medical indus-

tries. The demand and requirements for this  

progression of service delivery are eagerly awaited 

by both CSPs and their respective business part-

ners, which will result in the formation of more 

strategic partnerships. This increased reliance on 

third party providers brings with it a new risk per-

spective. CSPs must therefore consider the impli-

cations and requirements to enable them to mini-

mise exposure to fraud risks associated with Em-

bedded Mobile devices, applications, processes 

and different business models.  Due to the exten-

sive range of host devices, configuration require-

ments and the fact that embedded devices will be 

mass deployed and used in unguarded and possi-

bly unprotected locations, it will be impractical to 

simply apply the more traditional security and fraud 

countermeasures used in mobile communications 

to date.   

 

 

Fraud and revenue risks associated with M2M may 

mean different things to different people depending 

on where they reside within the product and  

service delivery chain. Essentially, the fraud man-

agement professional will need to consider what 

new fraud risks are introduced when developing 

and deploying EM devices or services. They 

should consider and evaluate from a risk perspec-

tive what elements of their existing fraud type 

exposure will increase (or decrease) as a result of 

EM device or service deployment. This will be a 

fundamental requirement when considering the 

fraud management coverage of the CSP products 

and services portfolio and the fraud strategies that 

are to be defined.   

““...M2M communications  
are intended to grow  
exponentially over the next  
2-3 years”   

As evidenced by recent high profile fraud and 

security incidents and breaches, the criminal frater-

nity are becoming more innovative, deploying new 

and more focused techniques for obtaining exactly 

what they want from the services and products 

they target. M2M will be no exception. CSPs must 

never become complacent or forget that these 

highly organised fraudsters operate their own 

businesses and need to “service” their own  

customers. Their business model for committing 

fraud spans all types of technology and crosses 

international boundaries, and has traditionally 

relied heavily on the CSP‟s inability to respond and 

recover in a timely manner.  It is this aspect that 

they will again look to prey upon. Therefore one of 

the essential business requirements for CSPs will 

be ensuring clearly defined fraud, security and risk 

protection models for M2M. It will be essential to 

continually consider the risk and not become com-

placent. In other words, performing a single action 

to assess the fraud risk, but ensuring that risk is 

continuously assessed as M2M device and service 

deployment evolves.  CSPs must not rely simply on 

existing practices to protect these new and varied 

revenue streams but will need to consider end to 

end fraud management requirements, including the 

new third party relationships. 

 

 

 

 

 

 

Background 
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In recent years, the telecoms industry has wit-

nessed even more interaction and alignment with 

the financial services sector relating to m-banking 

and m-commerce and has needed to consider 

ownership and accountability for fraud control.  The 

position over “customer responsibility” has been 

unclear in certain frauds such as SIM Swap, result-

ing in considerable bad publicity for the CSP when 

the actual fraud relates to a compromise at the 

bank. Unfortunately, the consumer only sees the 

method of fraud being the SIM. The requirement 

for protecting the CSP will therefore need to be 

further extended with M2M due to the range of new 

markets and business partners entering into the 

arena – vehicle manufacturers, insurance provid-

ers, utility and medical businesses, vending ma-

chine suppliers, etc.  

In automotive, for example, the M2M features 

envisaged will relate to breakdown call (bcall), 

emergency call (ecall), pay as you drive insurance, 

stolen vehicle tracking, speed monitoring between 

fixed points and providing all forms of in-car enter-

tainment.  There will be associated data protection 

requirements from a security perspective and for 

fraud the criminal fraternity will be looking to deter-

mine how they can capitalise on these new initia-

tives. The attractiveness might not simply be based 

upon obtaining fraudulent service or avoiding pay-

ment for entertainment features received for exam-

ple. The risk could be extended to compromising a 

person‟s medical records by unscrupulous insur-

ance investigators looking for evidence in an insur-

ance claim or using vehicle tracking capabilities to 

identify the whereabouts of a person under some 

other type of investigation, but outside the legal 

considerations for that service.   

“...well organised and  
financed criminal gangs will 
be assessing what the  
boundaries are for providing 
M2M and looking to identify 
the “softer and easy target” … 

 

It will therefore be vitally important for CSPs to 

appreciate where their responsibility begins and 

ends for securing the delivery of services that they 

are directly responsible for providing.  Recent 

experiences in the UK of unlawful interception of 

voicemail services has received very high profile 

and negative publicity within the media and result-

ed in criminal investigations.  With M2M, there 

could be a risk of a service being offered for “home 

protection” that is compromised; and the criminals 

actually identifying when the property is empty 

rather than secure or effectively intercepting the 

alarm signal and disabling the transmission path.  

Alternatively, they may be able to obtain “footage” 

of a high profile customer‟s home environment and 

sell this to the media.  Consumers will only remem-

ber how the service is provided by telecoms tech-

nology (if and when compromised) and not consid-

er that the CSP might not be the actual service 

provider or device owner.          

Well organised and financed criminal gangs will be 

assessing what the boundaries are for providing 

M2M and looking to identify the “softer” or “easy 

targets” to maximise their revenues. Telecoms 

fraud has climbed steadily over the years, with the 

level of concerted fraudulent attacks as opposed to 

opportunistic ones actually increasing rather than 

decreasing. The introduction of innovative solutions 

and services for M2M will serve to further fuel the 

greed of the criminal fraternity.  

 

What will be offered and  

who owns the risk? 
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The CSP will need to evaluate the level of risk by 

initially defining some basic areas to be subjected 

to a risk assessment. For example; radio interface 

(communication path), provisioning, authentication 

(device & customer), actual product security, at-

tended/unattended devices, operational control, 

device management, privacy and confidentiality of 

information. The types and severity of fraud attacks 

for M2M will primarily revolve around the market 

environment that the CSP operates within and will 

also relate to the range of products and services 

actually offered or being considered. The fraud-

sters‟ modus operandi will likely follow some tried 

and tested techniques or look to exploit new vul-

nerabilities evidenced from the technology or de-

vices used.  For the core network protection, the 

security threat could take the form of impersonation 

of devices, traffic tunneling between impersonated 

devices, and firewall mis-configuration specific to 

the modem, router or gateway or attacks against 

the radio network being committed by rogue devic-

es.   

It will be vitally important for CSPs to consider how 

services are actually being provisioned, so controls 

and requirements for ensuring provisioning assur-

ance will be essential in providing the fundamental 

basis for securing devices and the associated 

services.  In addition, due to the nature of the 

product being offered, embedded mobile devices 

will often be left unattended - increasing the risk of 

attack.  This position could result in them being 

more vulnerable to tampering as a criminal could 

be motivated to tamper with an EM device in order 

to fraudulently obtain mobile service (i.e. the re-

moval and use of the Universal Integrated Circuit 

Card (UICC) in an alternative mobile device). Fun-

damentally, the UICC serves to ensure the integrity 

and security of all kinds of personal data and will 

therefore be a possible target for the fraudsters.   

 

Due to their remote location and unattended de-

ployment, the risk of physical attack could also 

increase to facilitate insertion of valid authentica-

tion tokens into a manipulated device, inserting or 

booting with fraudulently modified software (re-

flashing), or straightforward theft once the devices 

have been operationally deployed. Protection will 

require validation of the integrity of M2M device 

software, data and authentication and some level 

of physical protection.   

 

Attacks against unattended devices were recently 

highlighted by experiences in South Africa when 

fraudsters targeted high tech traffic lights fitted with 

SIMs, used to alert the road traffic agency to faults. 

Fraudsters stole more than 400 SIMs and made 

calls costing thousands of USD via a systematic 

and co-ordinated attack.   The modus operandi 

would have definitely required “insider” knowledge 

to ensure the fraudsters targeted the correct traffic 

lights, but the big question is, did the CSP and their 

partner (the road traffic agency) determine the 

fraud risk prior to installation? For embedded mo-

bile, ensuring the provisioning process is secure 

will be paramount and in this case the SIMs could 

have been provisioned to only contact one desig-

nated number to reduce exposure to airtime fraud.  

Fraudsters could also look at identifying a means 

of suppressing payment or usage-related messag-

es being sent from the EM device, for example, 

relating to a road toll charging system or interfering 

with information being generated from a utility 

meter. Due to the devices being unattended, this 

could result in unauthorised use of EM devices 

going unnoticed for longer compared to more 

traditional mobile devices.       

Types of Fraud & Security 

Attacks & CSP Requirements 
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There will be a requirement for remote provisioning 

and for re-provisioning mechanisms to support these 

business models and the usage scenarios associat-

ed with EM. During product development CSPs will 

need to consider the associated risks and define the 

required fraud and security controls. Remote provi-

sioning solutions will involve the transfer of operator 

credentials to the UICC outside their secure and 

trusted environment. Therefore, where these highly 

sensitive credentials are not adequately secured as 

part of the generation, storage and transfer process, 

there will be an opportunity for subscription cloning 

against the CSP. In addition, any weaknesses within 

the mechanism used for remotely upgrading security 

credentials, or in the configuration of UICC security 

algorithms within the EM device, could result in the 

device being compromised.  The risks associated 

with this type of attack are likely to be either finan-

cially based or directly impact the CSP‟s brand and 

image. In some instances, where the customer 

witnesses a bad experience using the services, this 

will have a greater impact on the CSP.  

Due to the actual EM deployments, the risk of being 

targeted by malware (similar to what is already expe-

rienced in telecoms devices), will also pose a threat. 

The level of malware risk will be dependent on the 

EM application and device interfaces, while the 

range of risks will vary considerably so the CSP 

must consider exactly what level of protection is in 

place. For example, within the utilities industry, EM-

enabled utility meters could be “sealed” and only 

allowed to communicate with the designated utility 

company.  This approach would provide more pro-

tection as opposed to consumer gaming devices that 

support application download and installation, mak-

ing them more prone to malware attack and directly 

impacting on the whole customer management 

process. Consumer education will be an essential 

part of the experience.  Also, as part of the provision-

ing risk, consideration will need to be given to ensur-

ing malware is not introduced on the UICC via appli-

cations introduced erroneously or maliciously as part 

of the remote provisioning process. 

CSPs will need to determine how, once provisioned 

and using the service, a customer has the ability to 

change their subscription or, alternatively, how they 

can actually select their preferred CSP once the 

M2M device has been remotely provisioned by a 

third party provider. For example, motor vehicles will 

already have the embedded device at the point of 

manufacture. M2M customers may also wish to 

churn to an alternative CSP, so any associated risks 

for ensuring safe transition will need to be assessed. 

 There will always be the more traditional types of 

attack to consider, stemming from the criminal frater-

nity‟s infatuation with targeting telecom services and 

customers. Primarily this could relate to Denial of 

Service attacks (DoS) directly against the EM devic-

es and services where the fraudsters will, based 

upon the large number and variation of devices, 

seek out and target those that are insecure.  There 

will also be the threat from a distributed DoS attack 

targeted directly at a CSP or partner‟s customer 

services where large numbers of terminals with a 

similar configuration are targeted. The threat of a 

malicious attack via a remotely operated botnet (a 

collection of infected devices that have been com-

mandeered by hackers) could take place.  It will be 

imperative within the application design stage to 

consider the threat from DoS attacks, considering 

the actual extent, level of risk and resulting impact. 

For example, distributed DoS against the emergency 

services during a major incident would be consid-

ered as being very high impact and damaging for the 

CSP.  

 

As already accepted by CSPs, they have a responsi-

bility for storing and managing highly sensitive and 

confidential data associated with their customers and 

business partners. Consideration will need to be 

given as to how these new devices will be secured to 

maintain the integrity of the information held or ex-

changed with their partners. EM devices and appli-

cations will be collecting large volumes of infor-

mation that will be possibly classed as “confidential 

and private”, and any breach of security or wrongful 

disclosure could significantly impact the CSP brand 

image and result in regulatory or legal action taking 

place. Data and privacy protection risks will include 

the potential for eavesdropping on other users, a 

device‟s data being transmitted over 3G or LTE by 

the criminal masquerading as the customer‟s device, 

or network ID and information being subsequently 

provided illegally to third parties.    

The CSP must also consider any additional require-

ments relating to supplying information to law en-

forcement agencies and their obligations for lawful 

interception.  There is no doubt that with the extent 

and level of these “new” information sources, in-

creased demand will be placed on the CSP to sup-

port these external agencies.  For example, from a 

criminal investigation perspective, there will be inval-

uable intelligence to support the investigative pro-

cess. This wealth of new intelligence could potential-

ly relate to a motor vehicle‟s travel history – date, 

route taken, timings at a specific location, for in-

stance, or alternatively energy consumption at a 

private or commercial premises to identify links to 

involvement in harvesting drugs.  Based on these 

new intelligence sources, CSPs will need to consider 

exactly what their obligations to law enforcement will 

entail and what will be required to actually fulfil any 

legal obligations.             

 

The progression to M2M will also introduce new 

device manufacturers and application providers that 

the telecoms industry has previously not worked with 

and who don‟t understand the risks; as witnessed 

with the new round of mobile providers.  This will 

result in additional security and fraud risk as these 

“trusted” parties will need to be audited to ensure the 

levels and expectations of the CSPs are being ap-

plied.  So a similar position to the very successful 

GSMA Security Accreditation Scheme (SAS) for SIM 

card manufacturers may need to be considered for 

EM devices.  CSPs must ensure that their third party 

providers and business partners are audited by 

industry professionals and not simply rely upon 

some other non-telecom industry body certification. 

As with all products and services provided by the 

telecom sector, there will be the inherent risk of 

internal fraud either at the CSP, device supplier or 

business partner level, and this could relate to com-

promised security credentials, deliberate mis-

configuration attacks or theft/sale of software for 

malicious activity.            
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CSPs have business plans in place to determine 
the innovative products they will provide via M2M 
to the respective customer segments (corporate, 
business and residential and via third party rela-
tionships). The criminal fraternity will also be ac-
tively determining their own “business strategy” for 
defrauding what is provided. Due to devices pri-
marily being un-guarded and mass deployed, and 
taking into account the extent of services they will 
provide, these wireless communication architec-
tures and device solutions will attract new security 
and fraud threats.     

CSPs should identify within their strategy exactly 
what can result from failures within the technology, 
methods used to deploy and deliver the M2M 
services or avoid simply failing to evaluate the 
benefits fraudsters will gain from attacking the 
services. Concerns already being expressed in the 
industry over the varying level of risk will mean that 
there will be no single solution to fraud and security 
risk for CSPs formulating their defence mecha-
nisms. What is needed is a balanced approach 
taking technology, people and processes working 
together to create an effective strategy.  As part of 
the product and service lifecycle, the fraud and 
security functions will need to be directly involved 
in performing “product and services risk assess-
ments” that are ultimately linked to defining the 
required strategies.   

“...The criminal fraternity are 
also actively determining their 
own “business strategy” for 
defrauding what is  
provided…” 

 

The following areas are referenced for considera-
tion as part of the overall fraud and security strate-
gy requirements:    
 

 Device manufacturers – security auditing (initially 
and on an on-going/annual basis) 

 Requirements for security based on a dispersed 
model rather than centralised control 

 Risk assessment of the “trusted” parties within 

the delivery of services 

 Provisioning management – including OTA and/
or local management validation 

 Device authentication and credentials – incorpo-
rating strength and testing 

 Configuration management – software updates, 
configuration changes and access control 

 Subscription and remote management and 
alarming – incident escalation and investigation 

 UICC protection from fraudulent attack – incorpo-
rating SIM resistance to tampering and theft 

 Device malware protection 

 Trustworthiness and verification of M2M lifecycle 
- manufacture, installation/deployment, configura-
tional change and maintenance 

 Fraud management controls coverage – identifi-
cation of any responsibility gap 

 Ownership of risk – CSP, device manufacturer, 
software provider, customer etc 

 CSP and third party suppliers etc. (SLAs) specific 
to fraud & security -  obligations & liability 

 Defining requirements for secure personal data 
protection – incorporating collection, storage (by 
all parties) and transfer internally, as well as with 
third parties 

 Defining the fraud and security monitoring – i.e. 
FMS, Firewall management etc 

 Defining the limitations of the SIM within the 
embedded device – service restriction and traffic 
volumes 

 Data privacy (customer related) and law enforce-
ment obligations 

 FMS and any other detection and monitoring 
requirements – information sources and frequen-
cy 

 CSP organisational changes for the fraud team – 
training and development of skill sets 

 

 

 

 

Considerations for a Successful  

Risk Management Strategy  
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Having considered potential risks and exposure, the 

CSP should consider how these new threats and 

risks will both be defended against and detected on 

an on-going basis. Fraud control and detection will in 

certain cases be via the existing traditional methods, 

for example, adapting the Fraud Management Sys-

tem (FMS) for usage profiling based initially on 

normally expected EM device usage and subse-

quently generating event or high usage profiling to 

identify any anomalies.  

 

Fraud and security management defences and 

monitoring requirements will need to be defined as 

an essential part of the risk management strategy 

but also extend beyond the more traditional methods 

by factoring in the way the devices and services are 

provisioned and offered.  For example, a CSP will 

require the capability to detect tampering or physical 

removal of a device and location updates to ensure 

integrity of the device. This may well be covered via 

technical security controls over authentication and 

responses being monitored via the CSP network.  

For example if the device is programmed to call in 

every X hours or the cell ID changes, indicating 

movement of a fixed device.  In all suspicious cases, 

the fraud team will still need to be informed that all is 

still “secure and as expected”. For example, a de-

fined International Mobile Subscriber Identity (IMSI) 

paired with a specific device and/or International 

Mobile Equipment Identity (IMEI) range is not identi-

fied as going “rogue”.  It will be paramount to consid-

er that were a UICC is identified as being removed 

from a device that this will result in termination of the 

connection and escalation for investigation. 

“…Remember that our battle 
against fraudsters will never 
be entirely won due to the fast 
moving telecoms environment, 
and the drive to launch more 
complex products and  
services quickly….but we 
need to think What If.” 

The deployment of M2M type devices, whether 

embedded or by using separate communication 

equipment to the monitored or controlled device, 

may or may not have an embedded UICC or even 

the functionality contained within the software. In 

these cases the ability to develop secure devices is 

far greater and will require appropriate security 

design. It has already taken the last 25 years in the 

mobile industry to overcome the security failures of 

the mobile device ID (IMEI), which is now relatively 

secure.  If we also consider the computing/IT devic-

es, such as SIP phones, routers, ADSL terminals 

etc, then the majority have been poorly designed 

from a security perspective. If M2M device design 

follows the same approach then criminals will easily 

compromise them.  In addition, embedded mobile 

devices will need to incorporate ability for the CSP or 

provider to remotely diagnose potential security 

issues and have the capability to remotely install 

firmware changes securely.  

What defences can be  

defined? 
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The overall battle against fraudsters will never be 

won due to the fast moving telecoms environment 

and the drive to launch more complex products and 

services quickly to attract market share and main-

tain that competitive edge. This will always result in 

procedural weaknesses and technical risks being 

introduced which fraudsters will seize upon at the 

earliest opportunity to keep their fraudulent 

„business‟ activities operational and profits high. 

However, CSPs can deploy various defence mech-

anisms to mitigate against losses and ensure fast 

detection by ensuring processes are continually 

reviewed, staff are educated in new M2M fraud 

trends, and new products and services are as-

sessed for fraud and security weaknesses. In sup-

port of this, state of the art technology should be 

used to quickly raise alerts for suspect activity. 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

Key drivers increasing the risk of fraud and 
revenue loss in M2M are: 
 

 Remote, unguarded/unattended locations 

 The introduction of new (unknown) business 
partners 

 Reduced cost of equipment 

 Lack of M2M device control once deployed 

 Devices not valued by the consumer in the same 
way people own and look after their mobile 

 If a soft device is easy to modify this will enable 
fraud - its key design purpose is the control appli-
cation not the communications 

 Billing model approach - where M2M usage is not 
controlled or monitored until something actually 
goes wrong 

Effective fraud management relating to the envis-

aged changes and introduction of new risks can be 

a time consuming and overwhelming activity espe-

cially for those CSPs who are not yet mature in the 

development of fraud and security control and 

prevention strategies.  Præsidium is able to support 

CSPs in this space, having served over 100 CSPs 

worldwide to review, provide advise upon and 

implement fraud and security strategies, train fraud 

and security personnel, or deliver and optimise 

fraud solutions.    

Summary  
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Præsidium is a Global Business Assurance consultancy.  

Founded in 1997, the company has  successfully provided risk management  

consultancy to more than 100 Communication Service Providers in over 80  

countries on 6 continents. Præsidium has gained solid recognition in the market 

amongst its substantial customer base and among global  standards agencies. 

These include the GSMA  Security Group & Fraud Forum, the Telemanagement 

Forum and ETSI. 
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Fax: +44 118 900 1055 

 

Portugal 

Edifício Picoas Plaza 
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