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PREFACE

eSentire Managed Detection and Response (MDR) is an all-encompassing cybersecurity 

service that detects and responds to cyberattacks. Using signature, behavioral and 

anomaly detection capabilities, plus forensic investigation tools and threat intelligence, 

our Security Operations Center (SOC) analysts hunt, investigate and respond to known 

and unknown cyberthreats in real-time, 24x7x365. 

This Legal Threat Intelligence Spotlight draws upon anonymized customer network  

traffic from law firms within eSentire’s 650-plus base of customers. This report is 

designed to complement existing data from private, public and industry resources to  

help legal professionals make better decisions about their cybersecurity priorities.
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FOREWARD

 

Five years ago, at a major legal technology conference in New York City, the topic of cybersecurity was overshadowed 

by a sea of document management and billing system vendors. eDiscovery captured the lion’s share of attention. 

Arguing that law firms must address cyberthreats was like telling attendees that the world was about to be invaded by 

marauding aliens from another galaxy. Then, like the movie “Independence Day,” cyberthreats arrived and hovered 

over law firms, preparing for a global assault. 

The attack on Wall Street law firms Cravath, Swaine & Moore LLP and Weil, Gotshal & Manges LLP demonstrated how 

stolen FDA fillings and press releases could be used to make millions of dollars in illegal stock trades [1]. The Paradise 

Papers and Panama Papers demonstrated that hackers could monetize or weaponize even innocuous tax law files [2]. 

Ransomware attacks collected a pirate’s bounty in payments, cost a small fortune in lost billable hours and did untold 

damage to many firms’ reputations. Today, ransoms are morphing into extortion as hackers demand payment to avoid 

exposure of damaging information [3]. Even nation state actors target law firms, finding it easy to access their lucrative 

clients or working in retaliation for political actions, as demonstrated in the case studies below.

The risk to law firms is apparent.  In October 2018, the American Bar Association (ABA) issued a Formal Opinion, 

expanding on Rule 1.4 [4]. Formal Opinion 483 references a “duty of competence,” an “obligation to monitor for a data 

breach” and the necessity to “stop the breach” and “determine what occurred.” The duty to competence explicitly 

references a 2012 modification to Rule 1.1 that obligates law practitioners to understand the risks of the technology 

they use. This comes in the same year that the ABA released survey results showing a long-term decline in technical 

training in law firms [5]. 

As the nexus of the global economy, the legal community establishes and interprets legislation, shepherds’ mergers 

and acquisitions, drives patent and files intellectual property claims. This myriad of highly profitable, confidential 

information ensures law firms will remain a preferred cybercriminal target. In fact, eSentire data shows law firms are 

one of the top five industries targeted by cybercriminals.  Various reporting agencies find similar results with law firms 

accounting for almost 10 percent of breaches [6].

As an industry, law firms have improved their overall cybersecurity practices, which has resulted in a lower than 

average amount of nuisance cyberattacks as compared to other industries such as healthcare, manufacturing and 

energy. Legal and IT practitioners no longer smirk with disbelief when they hear about elaborate cyberattacks on  

their counterparts. Now discussions center on ways to reduce risk, advanced measures of performance and bringing 

all levels of a firm into training, incident simulations and board-level planning.

By Mark Sangster,  
Vice President and Industry Security Strategist, eSentire 
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eSentire’s security analysts are pitted against smash-and-grab thugs, criminal cartels and nation state actors.  

Every year, eSentire Security Operations Center (SOC) teams analyze billions of indicators of compromise to identify 

real threats and contain attacks before they disrupt our clients’ businesses. This mission critical data contains a trove 

of enlightening trends and patterns that can be used to identify top vulnerabilities, popular attack vectors and 

tradecraft used by cybercriminals. 

In law enforcement parlance, “means, motives and opportunities” should frame the tenants of your cybersecurity 

program. Knowing your adversaries’ capabilities helps focus priorities. Identifying their opportunities flags your 

security gaps or vulnerabilities. And, of course, knowing their motives highlights what assets they seek and which  

ones you must protect.

This report provides a wealth of information that law firms can leverage to reduce their cyber risk profile.  

The report explores the most common malware, top vulnerabilities and phishing lures used to infiltrate law firms.  

As the expression goes: “A wise person gets more use from his enemies than a fool from his friends.” This report 

provides a focused exploration of the actions of your adversaries, along with actionable recommendations to  

improve your ability to protect your clients and reputation.
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SUCCESSFUL SECURITY STRATEGY IN A TURBULENT ARMS RACE

Knowing the capabilities and motivations of an attacker can help an organization reduce the opportunity for a 

successful attack. At a high level, this is accomplished in three steps:

  1. Know what attackers want that you have (motivation)

 2. Know your security gaps (opportunity)

 3. Prioritize and address security gaps based on the threat landscape (capability)

Motivation

Understanding attackers’ motivation is fundamental to a high-level security strategy, as it highlights what aspects of 

your business might be targeted by threat actors. All industries, for example, are susceptible to financially motivated 

attacks, but financial organizations tend to attract more sophisticated cybercriminals that can afford to take a greater 

risk for a greater reward. 

Organizations that handle sensitive information generate additional interest. While such attacks may often be 

financially motivated, a defensive strategy must consider the relevance of short-term motivations. What information in 

your law firm would attackers be interested in? Personal identifiable information (PII) sells for dimes per record. This can 

include full names, birth dates, addresses, phone numbers, emails and credit card information. Cybercriminals target 

customer and membership lists across industries in web browsers, point-of-sale devices and client databases for PII 

that can be sold on the black market. 

Politically motivated attackers, such as nation state actors and hacktivists, will seek information on specific targets 

in order to carry out reputation attacks or influence political outcomes. Nation states have also shown interest in 

intellectual property and are known to steal blueprints, plans, and code from both private and military organizations.
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Opportunity 

Opportunity is the factor that organizations have the most control over. Work culture, software preferences and 

infrastructure choices can all contribute to, or inhibit, opportunities for an attacker. Good security recommendations will 

often relate to required changes in a law firm’s environment that act to harden the organization against compromise, 

reducing attacker opportunity.

Capability  

The capabilities of attackers are typically outside the hands of a defensive strategy but understanding them can help 

to prioritize security resource allocation. For example, software you possess may have a known vulnerability, creating 

opportunity for an attacker. Yet, without the capability to exploit the vulnerability (such as an exploit tool) the attacker’s 

opportunity is wasted. 

Because vulnerabilities are pervasive across software stacks, security strategy is tied to prioritizing which 

opportunities to mitigate first—that requires being aware of the capabilities and motivation of attackers and keeping 

up to date on the threat landscape. To address these concepts, Section one begins with a high-level description of 

the problem and how it applies to the legal industry using the capabilities, motivation and opportunity model. Section 

two explores real-world examples of opportunities, including technical and social vulnerabilities relevant to the 

legal industry. Section three includes recent case studies that explicitly highlight the capabilities and motivations of 

attackers. Section four offers relevant recommendations.

Motivation and capabilities in the legal industry

Customer databases in every industry make a desirable target for financially motivated threat actors who aim to  

sell (PII) on the black market. That information is bought and used to compile target lists for phishing scams, identity 

fraud and malware delivery. Similarly, all industries must eventually handle monetary transactions. Banking information 

and payment processes are, therefore, a common target for threat actors in every organization.

For the legal industry, there are additional motivations to consider. The information contained in legal documents can 

have serious implications for individuals, organizations and national and international communities. For nation states, 

the legal industry is a rich source of intellectual property and political intrigue. Hacktivists target legal organizations to 

collect ammunition for reputation attacks. In addition to the standard financial motivations relevant across verticals,  

the influential power of legal data can motivate well-funded, sophisticated attacks. Section three provides specific  

use-cases highlighting the motivation and capabilities of attackers. 

OPPORTUNITY IN THE LEGAL INDUSTRY

Law is fundamentally a practice of moral philosophy. We imagine a lawyer’s office filled with filing cabinets and  

stacks of case files on the desk. Paper, everywhere. 

While there may be a grain of truth to this mental image, this outdated depiction of litigation largely ignores the 

enormous strides in information technology that have changed legal practice over the last four decades. Taxes, 

patents, medical information, personal information and payment information have all been digitized and can be easily 

cross-correlated when identification numbers (such as the social insurance number in Canada or the social security 

number in the U.S.) are present. 
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Many law firms now use case management and accounting software that can store sensitive information about  

clients. Law may be the fundamental practice of moral philosophy, but it stands on a foundation of information science. 

Software, data and data logistics are operationally important to the industry. Yet, these elements also  

create opportunities for threat actors who have the capability and motivation to carry out information attacks. 

Threat actor opportunity arises from three major categories: vulnerabilities, work culture and processes.  

Vulnerabilities are flaws in software that compromise the security of the appliance in which they are housed. 

Opportunities in work culture arise from unofficial processes and behaviors that neglect basic security practice. 

Processes are official codes of conduct within the organization that may facilitate or inhibit compromise attempts. 

Vulnerabilities

Vulnerabilities can be divided into external and internal categories. External vulnerabilities sit on appliances open to 

the internet. These appliances are regularly scanned by threat actors, security researchers and commercial scanning 

services. While most external appliances serve a business function that requires them to be exposed to the internet, 

accidental exposure of internal assets can also happen due to network and appliance misconfigurations. As noted in 

our Q1 2019 Threat Report, a barrage of outdated exploits is constantly being attempted on exposed devices across 

the globe (known as the internet background radiation). When vulnerable infrastructure becomes exposed by  

accident, it can quickly lead to compromise. Having processes around configuration changes and monitoring for 

network changes can help mitigate risky misconfigurations. 

Internal vulnerabilities tend to be more numerous and critical. In an ideal world, organizations would patch every 

vulnerability. In the real world, patching and updating can mean downtime. Some patches can also lead to performance 

issues, while software upgrades can lead to feature changes that have a business impact. It is therefore necessary to 

prioritize patching by weighing security risk against operational risks. 

 

 Compared to other industries, the legal industry sits near the median with respect to external and internal 

vulnerabilities (Figure 1–only external shown). Most external vulnerabilities in the legal industry relate to enterprise 

products such as Microsoft’s Exchange and RDP services. RDP is a commonly targeted appliance of automated 

low-capability attacks and sophisticated high-capability attacks. Internal vulnerabilities for the legal space are vast, 

including enterprise products, server applications, browser vulnerabilities and database vulnerabilities.

Figure 1
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Work culture

User error and social engineering attacks are common vectors for internal vulnerability. Email and drive-by downloads 

are two of the most common forms of attack. Once malware has been downloaded through either of these vectors 

(unknowingly facilitated by an employee) any internal vulnerabilities exposed to the compromised system are at risk. 

In one case (explored more thoroughly in Section Three) an email containing an unclassified trojan was observed. 

The email was positioned as a student curious about law practice with an attachment including several law-related 

interview questions.  The employee downloaded and inspected the document, activating the malware. Because of 

a lack of internal controls, the trojan then replicated internally across several hosts. Cleanup and remediation of such 

incidents can cost an organization several hours of overtime from their technical and security professionals while 

severely impacting the productivity of employee tasks company-wide.

Processes

While work culture can be influenced by management, it is largely formed through organic processes.  A security 

strategy must have and enforce processes that reduce the risk of both social engineering attacks and exploits that 

target vulnerabilities. For example, a formal process around reporting phishing emails and communications regarding 

such a change in process will actively increase employee awareness of phishing. As more phishing attempts are 

caught by the organization, the media can be shared to facilitate identification of malicious emails.

Processes should also be formed around vulnerability management, including discovery, prioritization and 

implementation of patches and software upgrades. Such a list would place critical, high and external vulnerabilities 

at the top, but also give additional weight to vulnerabilities that are being actively exploited in the wild. This requires 

regular attention to the threat landscape via public news sources, information security partnerships and trusted 

sources in the security community.

Processes can sometimes provide opportunity for an attack, particularly when a process is designed around mandates 

other than security. For example, if a policy requires using a particular software due to standardization and that 

software is known for vulnerabilities, the policy may increase the risk of compromise for the organization.

THE CAPABILITIES OF THREAT ACTORS:  
A LOOK AT THE 2018-2019 THREAT LANDSCAPE  
FACING THE LEGAL INDUSTRY 

Attacks observed on the legal industry are both targeted and opportunistic.  Highly targeted attacks are rare, but 

typically involve sophisticated threat actors. On the other hand, opportunistic attacks are plentiful and less successful. 

This is not a strict dichotomy, and most threats exist somewhere in between. The rest of the discussion focuses on 

real-world examples of attacks on the legal industry observed by eSentire’s Threat Intelligence (TI) and Advanced 

Threat Analytics (ATA) teams. Most incidents start and end with the SOC, but more complex cases are escalated to  

TI and ATA.

A highly targeted nation state attack

Recently, a foreign dissident seeking asylum in North America procured the services of a legal firm monitored by eSentire. 

Shortly after the media publicly named the firm, a suspicious administrative command was detected via a eSentire  

developed machine learning classifier. Analysis of endpoint logs on the compromised device demonstrated typos and a 
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series of single commands implying the attacker 

had an interactive session. The incident was 

immediately escalated to TI. The command line 

interaction made clear that the threat actors were 

interested in the lawyer representing the foreign 

dissident. It was also revealed that the threat 

actor had been active on the system a day using 

legitimate credentials before detection. The use 

of legitimate credentials automatically bypasses 

several detection mechanisms. It’s unknown how 

the credentials were stolen, but social engineering 

is a likely vector given the reputation of the 

involved threat actors. 

Spear phishing

In a separate instance, an employee of a legal institution received an email from an alleged law student seeking 

answers to interview questions. Embedded in the interview document were macros that downloaded and activated 

an unknown trojan on the victim’s computer. Over a three-hour period, the malware spread to six other hosts before it 

was contained [7] [esentirespear].

 
2019 Q1 Emotet outbreak

In one case, an Emotet infection observed in the legal industry was able to spread to 40 hosts over a 12-hour period. 

The infection originated from hosts outside of eSentire’s monitoring scope, which allowed them to keep reinfecting 

machines that were within scope throughout the day. A post-incident investigation showed the infection spread in 

cascades, with the first event infecting 10 hosts within 12 seconds [8] [emotetoutbreak].
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Attacks unique to the legal industry

Attack rarity classifies attacks based on the number of industries in which it is observed. If a particular type of attack 

only occurs in one industry, it is classified as unique. When the attacks are attempted in two to five industries, it is 

classified as rare. If more than five industries are experiencing the attack type, it is labelled as common.

Phishing and exploit attempts are the two primary vectors of compromise, closely followed by drive-by downloads. 

Exploit attempts unique to the legal industry target SQL and web page management software. If sensitive databases, 

such as MySQL or PostgreSQL, are exposed to the wild, organizations should take care to mitigate and monitor access 

to the database. This can be achieved by two-factor authentication, network detection systems and firewall rules.

Phishing lures unique to the legal industry include Adobe’s cloud services and American Express.  Adobe cloud 

services could give attackers access to sensitive information stored in the company’s cloud service, while access to 

credit cards gives attackers short-term access to personal and/or company credit accounts. Office365 lures were rare, 

seen only by a handful of industries. Access to personal or organization email can lead to theft of sensitive information. 

It can also aid attackers in crafting more familiar and friendly-looking lures for spear (targeted) phishing. Most data 

derived from phishing incidents is limited to unencrypted traffic.

Malware specific to the legal industry included Formbook, HackerDefender and IcedID. 

Formbook is an info stealer with some control features, such as issuing shutdown, reboot and other administrative 

commands. Infostealers can log keyboard input, scrape passwords from browsers and capture screenshots. Analysts 

recently disclosed what appears to be a data theft campaign utilizing Formbook [9] [formbookref]. 
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HackerDefender is a rootkit that allows a backdoor into the machine, allowing attackers to establish a foothold in the 

client’s system through which they can achieve additional objectives. 

Finally, IcedID is a banking trojan, first observed in 2017. IBM’s X-Force observed and reported new features in IcedID 

in April 2019 [10] [icedidupgrade]. Banking trojans aim to steal credentials used in online banking. While IcedID attacks  

are likely opportunistic and financially motivated, Formbook and HackerDefender are control malwares that can be  

used to establish a foothold. The foothold allows them to continually observe, exploit and steal data from the 

compromised organization. 

Other opportunistic threats 

Malicious documents (MalDocs) like Emotet and Ursnif are one of the most commonly observed threats. These threats 

arrive through email, often disguised as an invoice. This prompts users in financial departments to open and inspect 

the document. The documents typically contain macros, a Windows feature that allows Office and PDF documents to 

execute code. Some MalDoc detection is generic and unable to identify the name of the malware. 

eSentire also commonly observe Coinminers and the banking trojan Dridex across verticals. The most common attack 

observed (not shown) across clients are attacks from botnets attempting to recruit Internet of Things (IoT) and small 

office and home office (SOHO) devices. While these attacks are generally not successful in corporate environments, 

researchers have noticed more attempts against the corporate environment in 2019 [11] [miraienterprise].
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Probability of an attack 

Leveraging data from over 650 customers and 87,000 endpoints, eSentire was able to predict the probability of an 

incident (in this case due to an exploit) that bypasses existing controls. 

We found that the cumulative probability of an exploit incident at a single location increases steadily over time for all 

industries. Technology topped out with a 31 percent chance that an event would occur at the end of a 12-month period, 

with legal (24 percent) falling just below the global average at 26 percent. 

Moving beyond just exploits, and taking  a holistic view of the threats faced by legal firms, reveals that they are almost 

as likely to be impacted by malware (22 percent) and phishing (25 percent) as an exploit attack. When examined on 

a cumulative basis, nearly half (46 percent) of legal firms will experience a security incident involving the bypass of 

existing security controls in the next 12 months.

These figures represent the probability of occurrence at a single location. Unsurprisingly, the more sites in an 

environment, the more the risk of exploitation increases Organizations that have five or more sites are likely to see 

incident probability rates above 90 percent.

Per Location: Cumulative Probability of a Security Incident Involving a 
Bypass of a Legal Firm’s Security Controls Over a 12-month period1

1Using data from more than 2,000 deployed eSentire sites, depicts risk rates for organizations that do not have a threat monitoring service in place. 
Statistical projections are based on the ongoing and cumulative chance attack categories would have been picked up by an eSentire Security 
Operations Center, which watches for things  bypassing traditional security measures in unmonitored environments.

Malware Phishing Exploit Cumulative
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RECOMMENDATIONS

 
Protecting against sophisticated attackers

Both nation state actors and advanced cybercriminals are intimately familiar with the most common security solutions. 

As such, out-of-the-box protective technology is easily bypassed. Further, highly targeted attacks can start with careful 

reconnaissance of the target’s processes and work culture in search of a quiet path to compromise. 

Formal Opinion 477 points out that for sophisticated attacks, “it’s a matter of when, not if” [12] [fo477].  

When sophisticated threat actors bypass intrusion detection systems, detection of action-on-objectives, such  

as widespread encryption or data exfiltration, provides an additional point in the kill chain where a campaign can  

be interrupted [13][killchain]. 

Defending against such attacks therefore requires an active security strategy that is intimately aware of one’s own 

environment, keeps up with the changing threat landscape and addresses the resulting gaps. Security strategy 

is a constant process and can lead to attrition if not managed properly. It is best to prioritize gaps based on their 

exploitability, actionability and potential impact.

 

Email-based attacks: Phishing and malware

Email is one of the most common attack vectors. Reducing this attack surface will protect your organization from both 

phishing and email-borne malware.

 •  User-awareness training for employees

  •  Continuous simulated phishing exercises to assess effectiveness

  •   Share examples of real phishing attempts to target departments in your organization to  

help employees identify phishing in the future

 •  Implement a process for reporting and responding to suspicious emails

  •  Simplify submission process, e.g., a phishing button

  •  Identification and removal of malicious emails across employee inboxes

  •   Include visibility into instances of end-user URL click-through, program execution and  

credential submission to facilitate cleanup

 •  Implement spam filtering

 •  Implement URL rewrite

 •  Implement attachment sandboxing

 •  Only allow email attachments containing trusted file types

 •  Restrict execution from temp directories, such as AppData

 •  Implement tagging for external emails [14]

 •  Enable spoofing protection [15]

 •  Block or purchase domains similar to your organizations to prevent abuse
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Malicious documents: Malware

The majority of endpoint infections detected in 2018 leveraged PowerShell and other trusted windows processes for 

executing code downloaded from the internet. PowerShell is being launched from Office documents through CMD.EXE

 •   Raise awareness about malicious macros in Office documents. If your organization uses macros legitimately, 

be sure to present and clarify the different use cases to your employees with examples of both legitimate and 

malicious documents with macros embedded

 •   Block macros in Microsoft Office documents that originate from the internet [16][17]

 •  Block Office execution from temporary directories such as Outlook and internet browsers

 •   Set notepad.exe as default program for scripting file types (.js, .jse, .ps, .vba, etc.)

 •   Reduce the attack surface associated with PowerShell:

  1. For Windows 10, consider implementing attack surface reduction rules [18]

  2. Block PowerShell via Windows Firewall [19]

  3. Prevent version downgrade of PowerShell

  4. Anti-Malware Scan Interface (AMSI)

  5. Implement PowerShell script-block logging

Harden your perimeter: Exploits

 •  Work with your IT or security department to put a regular patching schedule in place [20]

  •  Consider integrating freeware (such as WinRar and Notepad++) into patching policies

  •   Have a process in place to monitor security news and vulnerabilities announcements and  

respond with ad hoc patching

 •  Implement monitoring and detection of asset exposure to external networks [21]

 •  Consider two-factor authentication for externally facing remote access points

 •   Ensure the default credentials are changed when new technologies are implemented in your  

environment, especially when those assets are exposed to the internet.
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