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Preface

CYBER-FIRST APPROACH TO DISASTER RECOVERY FOR ACTIVE DIRECTORY

A word about AD recovery 
Active Directory is complex, which makes AD recovery complex. Because of the multi-master 
replicated nature of AD, it’s not sufficient to just restore individual domain controllers (DCs) from 
backup. Doing so without regard to replication topology or forest metadata can result in corrupted, 
isolated AD servers. 

Microsoft provides a lengthy technical guide1 that details the steps required to recover an AD forest 
from backup, including considerations for different failure scenarios. 

The recovery process is largely manual and requires a series of restores along with a set of clean-up 
steps to recover a “mini forest” and ensure it is replicating and operational. Additional DCs are then 
brought online. 

Experience in the field has shown that in sufficiently large environments it can take days or even 
weeks of manual effort to return AD to full function and capacity.

Third-party vendors developed tools to automate the recovery process. At the time, the focus 
was recovery from IT operational issues, such as service outages following a forest-level upgrade 
or schema extension. In these scenarios, AD is affected but – notably – the underlying Windows 
operating system (OS) and hardware are not. 

With cyberattacks on the rise, this limited focus is no longer enough. AD recovery must also provide 
for restoration of directory services when AD servers are infected with malware or disabled by an 
attacker.

1 https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/manage/ad-forest-recovery-guide

http://www.semperis.com
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/manage/ad-forest-recovery-guide
1 https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/manage/ad-forest-recovery-guide
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The requirements for Active Directory (AD) recovery have changed. 

Destructive cyberattacks such as WannaCry,2  NotPetya,3  LockerGoga,4  and others make clear the 
need for quick recovery in the event domain controllers (DCs) are encrypted or completely wiped 
out. However, general-purpose backup tools and traditional AD-specific backup tools only address 
recovery from IT operational issues, where AD is affected but host servers are not.

A new approach to AD recovery is needed.

Cyber disasters now inflict more business damage than natural disasters and strike more 
frequently. Recovery playbooks must be updated to address this new reality. Defenders need the 
ability to: 

Recover AD cleanly: without re-introducing malware
Recover AD to alternate hardware: for example, when firmware is infected
Automate AD recovery: to reduce downtime and the impact of cyberattacks

Identify your options
This comparison starts with a set of requirements for AD recovery (outlined on the next page) that 
address both security threats and IT operational issues. The comparison then considers how each 
of the following three approaches satisfies those requirements:

General-purpose backup: create system state backups of DCs with native Microsoft tools or your 
corporate backup system (IBM, HPE, Veritas, Commvault, Dell, Veeam, etc.) and follow Microsoft’s 
forest recovery procedure to recover AD.
Traditional AD-specific backup: create system state and bare-metal backups of DCs and recover 
AD using a tool designed specifically for AD (for example, Quest Recovery Manager for Active 
Directory DR Edition).
Cyber-first AD recovery: back up and recover AD using a tool with capabilities specifically for 
recovery from cyberattacks (for example, Semperis AD Forest Recovery).

Executive Summary

CYBER-FIRST APPROACH TO DISASTER RECOVERY FOR ACTIVE DIRECTORY

https://www.reuters.com/article/us-cyber-lloyds-report/global-cyber-attack-could-spur-53-billion-in-losses-lloyds-of-london-
idUSKBN1A20AB
https://www.infoq.com/articles/notpetya-retrospective
https://www.bbc.com/news/business-48661152
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Warning: If DCs are infected or disabled by a cyberattack, recovery from system state or bare-metal 
backups can re-introduce malware. See page 5 for more details.

http://www.semperis.com
https://www.reuters.com/article/us-cyber-lloyds-report/global-cyber-attack-could-spur-53-billion-in-losses-lloyds-of-london-idUSKBN1A20AB
https://www.infoq.com/articles/notpetya-retrospective/
https://www.bbc.com/news/business-48661152
https://www.reuters.com/article/us-cyber-lloyds-report/global-cyber-attack-could-spur-53-billion-in-losses-lloyds-of-london-idUSKBN1A20AB
https://www.reuters.com/article/us-cyber-lloyds-report/global-cyber-attack-could-spur-53-billion-in-losses-lloyds-of-london-idUSKBN1A20AB
https://www.infoq.com/articles/notpetya-retrospective/
https://www.bbc.com/news/business-48661152
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Compare capabilities 
Below are suggested criteria for evaluating AD recovery options. You can modify or weight 
requirements to reflect your own particular needs.

Requirements for AD recovery:

1. Prevent re-infection during restore

2. Restore to alternate hardware (infrastructure-agnostic)

3. Restore to intact DCs

4. Restore directly to the cloud

5. Automate recovery

6. Recover without AD (shared-nothing design)

7. Simplify backup

8. Clone production AD to lab environment

9. Regain control of a compromised AD

Requirements and ratings are discussed in greater detail in the remainder of this document.

Next step
This document is meant to assist you in evaluating options for AD recovery. The next step is to 
evaluate one or more options for yourself. As a complete out-of-the-box solution, Semperis AD 
Forest Recovery can easily be installed in your environment for evaluation purposes. 

General- 
purpose
backup

AD-
specific 
backup

Semperis 
AD Forest 
Recovery

CYBER-FIRST APPROACH TO DISASTER RECOVERY FOR ACTIVE DIRECTORY

10. Simplify deployment and ongoing maintenance

http://www.semperis.com
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The remainder of this document dives deeper into the requirements and ratings summarized on 
page 4.

1. Prevent re-infection during restore
Re-introduction of malware is a significant concern whenever restoring from backup after a 
cyberattack. Re-infection is especially a concern with system state and bare-metal recovery (BMR) 
backups, which include boot files, other executables, and OS files where malware (including 
rootkits) can hide. 

General-purpose and traditional AD-specific backup tools rely on system state backups of DCs. 
Restoring AD with these tools also restores malware present in these backups.

In some cases, you may be able to identify and remove the malware after restore. If so, this 
becomes an additional, time-consuming, and extremely critical step in the already complex AD 
recovery process. 

If you’re not able to identify and remove the malware, you’ll need to find clean system state 
backups. Malware can remain latent and go undetected for months, so you might have to go a long 
way back. Going too far back is problematic not only because of the number of directory changes 
that will be lost, but also because applications may not function properly and workstations (whose 
passwords typically expire every 30 days) may have to be physically reconnected. 

Finding a clean backup is also an iterative process that takes time at a time when every minute is 
expensive.

If you can’t confirm clean system state backups or they’re too old, you’re faced with the task 
of restoring just the AD database from a more recent (but infected) backup (for example, using 
Ntdsutil) and rebuilding AD on clean Windows servers.

Deeper Dive

Semperis solution: De-couples AD from Windows and only restores what’s needed (no 
executables or DLLs) for the server’s role as a DC, DNS server, DHCP server, etc. This 
eliminates re-introduction of malware in system state backups. You can restore AD from the 
latest backup set, even if DCs were infected when backups were taken. 

Bottom line: Recover faster (no trial-and-error restores in search of clean backups, no 
rebuilding AD) and to the most recent restore point, thus minimizing the impact of AD 
outages on users and the business. 

CYBER-FIRST APPROACH TO DISASTER RECOVERY FOR ACTIVE DIRECTORY

http://www.semperis.com
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2. Restore to alternate hardware (infrastructure-agnostic)

Cyberattacks that target firmware or the boot subsystem are on the rise. Unless you know for 
certain otherwise, you must assume that the attack has gone beyond the OS and file system, 
and firmware and other underlying components are also infected. Recovering AD in this scenario 
requires restoring AD to new hardware. 

However, general-purpose and traditional AD-specific backup tools can only recover AD to the 
same system state – and therefore to the same hardware. That’s because system state includes 
device drivers that are specific to the original DC and may be incompatible with new hardware or 
virtual machine (VM) settings. Unless you maintain duplicate spare hardware, you’re faced with the 
task of rebuilding AD on new hardware. 

Even if you do maintain duplicate hardware – or attempt to restore AD to new hardware (for 
example, by injecting device drivers) – you still face the problem of re-introducing malware when 
restoring AD from system state backups (as described in requirement 1).

Semperis solution: Restores AD to any hardware (virtual or physical). There’s no requirement 
for matching system state (hardware configuration, device drivers, patch level, etc.). The only 
requirements are matching Windows version number (for example, restore from Windows 
Server 2019 to Windows Server 2019) and similar disk layout (C: drive, D: drive, etc.).

Also provides IP mapping to further facilitate recovery to new servers, whether in the same 
site, a different site, or in the cloud.

Bottom line: Fastest, most flexible, and surest way to recover AD after a cyberattack. 
Eliminate the cost of maintaining spare equipment and recover AD directly to the cloud or to 
your preferred hardware configuration (rather than further investing in a configuration that’s 
being phased out).

CYBER-FIRST APPROACH TO DISASTER RECOVERY FOR ACTIVE DIRECTORY

Can BMR help?
Bare-metal recovery (BMR) can be a convenient way to restore a computer’s operating system and settings – 
for example, if an OS upgrade goes wrong, or you want to move a user or an application to a new machine. 

AD-specific backup tools that require matching system state may also use BMR to restore AD to a DC 
that’s no longer operational, or to restore AD to a new Windows server (with identical hardware).

However, if a DC has been infected or disabled by a cyberattack, BMR doesn’t typically help.

That’s because BMR backups – like system state backups – contain boot files, other executables, and OS 
files where malware can hide. In fact, BMR backups contain even more places where malware can hide. 
So, if you restore a DC from a BMR backup, you’ll also restore malware present in the backup.

Semperis solution: Eliminates the need for risky BMR restores and bulky BMR backups.5  You can restore 
AD to a clean installation of Windows on the same or different hardware. For example, you can use 
your existing server provisioning process to stand up a new virtual or physical machine with the same 
Windows version number and disk layout, and restore AD directly to the new machine (regardless of 
whether its system state is the same).
5 BMR backups are large (for example, 40GB or more for a DC with a 10GB Ntds.dit). As such, they are impractical in many environments. 

When they are made, the frequency of BMR backups is typically low – for example, weekly or after patch Tuesday – in either case, less than 
the recovery point objective (RPO) for a critical system like AD.

http://www.semperis.com
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3. Restore to intact DCs
Some changes to AD are irreversible – for example, forest-level upgrades and schema extensions. 
Other changes are difficult to reverse, such as when an errant script makes changes to thousands of 
objects or attributes across the forest. In either case, you can “undo” changes by restoring AD from a 
previous backup.

This type of “operational” restore is what general-purpose and traditional AD-specific backup tools 
were designed to do – specifically, to restore AD to existing DCs that are otherwise intact.

Semperis solution: By de-coupling AD from Windows, reduces backup overhead and time 
to recover.

Bottom line: Fastest recovery from operational issues.

CYBER-FIRST APPROACH TO DISASTER RECOVERY FOR ACTIVE DIRECTORY

4. Restore directly to the cloud
In addition to expanding their DR playbooks to include recovery from cyberattacks, organizations 
are also modernizing their strategies for classic DR scenarios (fires, floods, hurricanes, etc.). In 
particular, a growing number of organizations are looking to use the cloud as their primary DR site, 
while others are looking to use the cloud as their backup DR site (in the event their own internal DR 
sites are wiped out by a cyberattack).

It may be possible to restore AD to the cloud using general-purpose and traditional AD-specific 
backup tools. However, because AD is not being restored to the same servers – or even to the same 
hardware typically – manual effort is required to deal with hardware configuration differences 
between old and new DCs.

Semperis solution: Eliminates the challenges of restoring to dissimilar hardware. You can 
restore AD directly to any hardware, virtual or physical – including VMs in the cloud. And with 
IP mapping, you can easily restore AD to any network location.

Bottom line: Restore AD to Windows servers in the cloud, eliminate the scramble to procure 
new hardware, and leverage the cloud as a readily available, cost-effective DR site.

5. Automate recovery
AD recovery is a complex, time-consuming process that is prone to failure for any number of 
reasons. AD-specific tools attempt to simplify and accelerate AD recovery by automating the 
recovery process. Semperis stands out in this regard with:

Automated recovery assessment: Ascertains what’s left in the environment (for example, 5 DCs 
rather than the original 50 or 100) and determines the best way to recover AD. Presents its 
recommended approach and, once you approve it, orchestrates the entire recovery process. 
With other tools, you must manually create your own recovery plan and decide how your forest, 
domains, and DCs are to be recovered.
Recovery optimization: Performs recovery operations in parallel so that directory services are 
available more quickly. For example, performs metadata clean-up and DNS namespace

http://www.semperis.com
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reconstruction on multiple servers at the same time. Also allows recovery to proceed while the 
global catalog (GC) is being rebuilt.
Automated IFM: Automatically generates, distributes, and leverages Install from Media (IFM) disks. 
Other AD tools can use IFM disks, but it is a manual process (not automated as part of AD recovery).  
Small backups: Smallest backup footprint (as described in requirement 7). Smaller backups 
mean less data to retrieve, process, and transfer – and less time to perform these operations 
during restore.
Distribution points: Includes the concept of distribution points to store backups close to DCs and 
reduce recovery (and backup) time. Provides a secure, fully managed, out-of-the-box solution, 
including monitoring and secure/encrypted transport over a single configurable TCP port. Other 
tools allow you to specify network locations (UNC paths) where backups are stored, but it’s up 
to you to secure communication with target servers, ensure they’re operating properly, monitor 
available disk space, etc.

CYBER-FIRST APPROACH TO DISASTER RECOVERY FOR ACTIVE DIRECTORY

6. Recover without AD (shared-nothing design) 
It might sound obvious, but an AD recovery solution should be built on the assumption that 
AD is not available. For example, access to backups should not be controlled by AD, and secure 
communication between components should not require AD Certificate Services. In fact, any reliance 
on external services (such as third-party certificate services) introduces more moving parts – and 
more opportunity for something to go wrong during recovery – and should be avoided if possible.

Other AD tools rely on external services and adherence to deployment guidelines (such as keeping 
backups in locations accessible without AD) in order to ensure that recovery can proceed without 
delay. Of course, in the real world, it’s easy for things to stray off course over time.

Semperis solution: Fully self-contained system that has no recovery dependencies on AD. 
Assumes that AD is completely down and is designed accordingly. For example, includes 
mutual certificate-based authentication between components (management server, agents, 
distribution points, etc.), credential management, and name resolution.

Bottom line: Minimize pre-requisites and reduce recovery time.

7. Simplify backup
AD recovery requires more than backups of individual DCs – it also requires current information 
about the AD environment (network structure, sites and services, name resolution, etc.). 
AD-specific tools remove the burden of maintaining this information manually (and the risk of 
recovery failure because something wasn’t updated) by automatically collecting the required 
information when backing up DCs. For example, Semperis creates a “backup set” that contains DC 
backups as well as information about the AD environment.

In independent lab tests, Semperis consistently recovers 30-50 percent faster than 
traditional AD-specific tools.

http://www.semperis.com
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Semperis goes even further to simplify AD backup with:

Optimized AD backups: De-couples AD from Windows and only backs up AD components. 
Compared to a Windows system state backup, is up to 6 times faster and 16 times smaller. Other 
AD tools exclude some portions of system state, but backups are still large. Semperis’s smaller 
backups mean less data to retrieve, process, and transfer – and less time to perform these 
operations during backup (and restore). Smaller backups also consume less storage, network 
bandwidth, and DC resources and allow for more frequent backups and better RPOs. 
No need for BMR backups: By eliminating the requirement for matching system state, eliminates 
the need for BMR backups.
Automated backup validation: After each backup job, automatically validates the backup 
set to ensure that the backup job completed successfully, backups were copied to designated 
distribution points, and the backup set is sufficient to recover the entire AD forest (includes 
information about AD topology, at least one DC backup per domain, backups for newly added 
domains, etc.). Backup validation is performed automatically (no operator action is required), and 
notifications can be sent to designated personnel. Other AD tools may alert if backup jobs don’t 
complete successfully but don’t validate that backups are sufficient to recover the entire forest.

CYBER-FIRST APPROACH TO DISASTER RECOVERY FOR ACTIVE DIRECTORY

Semperis solution: Leverages ability to restore to alternate hardware and IP mapping to 
create an exact replica (or clone) of the production AD forest in an isolated lab, whether 
on physical or virtual servers, on-premises or in the cloud. Significantly reduces the 
time required to set up and maintain dev/test, staging, training, demo, and support 
environments, so labs are more readily available.

Bottom line: Maximize return on investment (ROI) while enhancing IT service delivery.

8. Clone production AD to lab environment
When it comes to testing a new patch or troubleshooting a production issue, there’s really 
no substitute for an isolated sandbox. However, the effort required to replicate a production 
environment in the lab – particularly if AD is required – is high. 

Of course, the cost of patching mistakes and flawed fixes is even higher. Still, without lab 
provisioning capabilities, many IT organizations must operate in a less than optimal fashion. And 
they may have to say “no” to user requests for training and demo labs.

Other AD tools include virtual labs, but customers report that they’re difficult to configure and set 
up and therefore aren’t used. Furthermore, there’s no provision for replicating AD to a physical lab 
environment.

http://www.semperis.com
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Semperis solution: Depending on the situation, there are several alternative recovery paths 
you should consider, weighing the risk of re-infection and the pain of the resetting process. 
With Semperis, you can back up your existing DCs and use those backups to restore AD 
to clean Windows servers. Because it excludes executables, restoring with Semperis 
eliminates malware that may be present on DCs. This solves the first problem above. 

To address the second problem, you can reset passwords and accounts in the new AD to 
prevent the attacker from accessing it. This is followed by a series of steps to systematically 
and safely transition users and applications from the compromised AD to the new AD.

While the process is not pain-free or fully automated, it may be preferable to rebuilding AD 
from scratch.

Bottom line: Possibility to eliminate the need to rebuild AD from scratch and the time, 
effort, and prolonged exposure associated with a rebuild. Organizations don’t need to 
operate in a compromised fashion out of fear that fixing the breach is too risky or not fully 
effective in regaining control.

10. Simplify deployment and ongoing maintenance
Establishing and maintaining AD recovery capabilities requires effort. The question becomes, 
how much?

General-purpose backup is essentially the “do it yourself” option using Microsoft’s forest recovery 
procedure as your guide. As with most DIY projects, it requires the most effort and expertise and 
may not produce the most robust or sustainable result.

AD-specific tools attempt to shift the equation and provide the best result – fast, flawless recovery 
even when IT resources are scarce – with a minimal investment of time and effort. However, users 
of some tools report that significant effort and AD expertise are required both to deploy and then 
to maintain the tool. Some users don’t make it past initial deployment. For those who do, they 
must remain vigilant about the ongoing “care and feeding” these tools require (including updating 

6

7

9. Regain control of a compromised AD
As the keeper of the “keys to the kingdom,” AD is a prime target for cyberattacks. And if an attacker 
gets in and gets privileged access, it may be impossible (as was the case at Sony6) to determine 
(1) what rootkits and other malware have been deployed and (2) what accounts, groups, etc. have 
been hijacked. 

As a result and as outlined in Planning for Compromise,7 Microsoft’s recommendation in this 
“game over” scenario is to rebuild AD from scratch and move applications to the new AD (in a way 
that doesn’t connect the compromised AD and the new AD directly). Of course, rebuilding AD from 
scratch is no small task.

http://fortune.com/sony-hack-part-1/
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/planning-for-compromise

http://www.semperis.com
http://fortune.com/sony-hack-part-1
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/planning-for-compromise
http://fortune.com/sony-hack-part-1/
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/planning-for-compromise
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Your feedback, please
The goal of this document is to capture the successes and challenges that InfoSec, Business 
Continuity, and AD professionals experience using three different recovery approaches. If you have 
comments or questions about the document or information to add, please let us know. Contact 
Semperis today to share your experience – we’d very much appreciate it, and your peers will, too!

CYBER-FIRST APPROACH TO DISASTER RECOVERY FOR ACTIVE DIRECTORY

About Semperis
Semperis is an enterprise identity protection company that helps organizations recover from 
cyber breaches and identity system failures, on-premises and in the cloud. The company’s leading 
technology for Active Directory is used by customers in the Fortune 500, government, financial, 
healthcare, and other industries worldwide. Semperis solutions are accredited by Microsoft and 
recognized by Gartner. 

Semperis solution: Provides a complete out-of-the-box solution that performs all the heavy 
lifting for you. Backs up everything you need to recover AD and performs all the necessary 
clean-up during recovery, with no scripts for you to update or maintain. It is the preferred 
solution of AD experts who understand the complexities of AD recovery and the need for a 
fully automated solution.

Bottom line: Minimize total cost of ownership (TCO) and meet SLAs.

scripts when changes are made in their AD environments). Even a minor lapse can cause recovery 
failures that result in costly rework, repeated retries, and prolonged outages.

http://www.semperis.com
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