
Tips To Navigate  
The New Security Challenges

SOLUTION BRIEF

How to rethink your policies, processes, 

and plans to mitigate cyber risk in an 

increasingly remote workforce.
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In response to the 2020 COVID-19 health crisis, a large percentage of the global 
workforce now is working remotely in an attempt to contain the spread of the 
pandemic. 

While necessary, the radical pivot to remote work on such a large scale presents 
entirely new challenges for security and third-party risk management teams. 

Everything is happening in real time, in a high-pressure and fluid environment, 
requiring security teams and leadership to rethink many of the policies, 
processes, and plans they have in place.

BitSight data shows that up to 85% of network traffic for some industries has 
shifted from corporate networks to home office networks during the month of 
March (see Figure 1).  Additionally, we have found more than 90% of observed 
malware traffic comes from residential networks (see Figure 2). 

To put it plainly, the bulk of your workforce may have migrated from one of the 
most secure network environments, accounting for only a small fraction of all 
compromised systems, to the riskiest ones imaginable. 

Introduction

Figure 1. Number Of Onsite Workers  

By Sector And Week

Up to 85% of network traffic for some 
industries has shifted from corporate 

networks to home office networks 
during March 2020.

Figure 2. Observed Malware Traffic

With the pivot to large-scale remote 
work, 90% of observed malware now 

comes from residential networks.  
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The current environment is fluid and fast-changing, but BitSight believes that the 
greatest risks in the current security environment are as follows:

1. Phishing and Malware Attacks 
Phishing and malware attacks are capitalizing on the current health crisis 
both within organizations and across the supply chain.

Some organizations are reporting as much as a 40% uptick in COVID-19 
related phishing attacks,1 with attackers posing as the CDC, WHO, or state  
or regional health boards claiming to send out new data or updates. There 
even is an Android COVID-19 tracker app that has been associated with 
spyware and ransomware.

The ramifications of this malware spread are severe, as the ongoing health 
situation takes a toll on workers anxious for news. 

2. Risky User Behavior
Employees may be exposing corporate assets to malware, even through 
VPN, due to unpatched and outdated software, as well as insecure internet 
connections.

Even in the best of times, ensuring all employees are restarting their 
machines and installing patches regularly is a challenge. This is true 
especially for remote workers or field teams who often don’t use VPN 
regularly to connect to the network. 

With fewer employees now on the local network daily, however, there is a 
danger that machines and systems will not be patched or updated for weeks 
or months. Compounding the danger, all employees now are connected 
to home WiFi networks, which likely are shared with many devices such 
as phones, tablets, TVs, IoT devices, and roommates’ or spouses’ work 
computers — all of which already may be equally, if not more vulnerable to 
malware. 

As noted in Figure 2, more than 90% of malware traffic is coming from home 
office IPs. That means corporate assets and data are more exposed than ever. 

Additionally, since many IT infrastructures were not necessarily configured 
for remote work, as well as slow VPN connections, restrictive user 
permissions, and lack of cloud-based solutions, this undoubtedly will push 
some employees to turn to Shadow IT solutions out of frustration or because 
they are perceived as being easier, posing further risk.

What Are The Biggest Threats?
 

“[With BitSight,]  

our vendor  

assessment  

process  

went from  

six months  

to three weeks.”
- Matt Phillips 
Security Lead  

Nationwide Building Society

1 https://www.cnbc.com/2020/03/20/phishing-spam-spike-as-hackers-use-coronavirus-to-hit-remote-work.html

https://www.cnbc.com/2020/03/20/phishing-spam-spike-as-hackers-use-coronavirus-to-hit-remote-work.html
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“After a trusted business partner invited  

us to access BitSight, we used the platform to  

quickly identify and remediate security vulnerabilities  

on our network. Since then, we have trusted BitSight to  

continuously monitor our performance and report  

improvements to every business partner.”
- Hector David Sanchez Martinez 

Senior Information Security Analyst  
PROSA

3. Changes to Assessing and Monitoring Vendors 
Vendor assessment and monitoring is going to have to change, and change 
quickly. Traditional methods such as in-person audits no longer are feasible, 
and questionnaires are not a trusted replacement.

IT teams on both ends of the vendor relationship are swamped trying 
complete due diligence requests to understand possible business continuity 
impacts, so there may be little time for long questionnaires — if those 
questionnaires even can be completed right now. With most teams currently 
working remotely, the teams who process and complete these questionnaires 
also may be limited, posing the potential for increased inaccuracies and an 
acceptance of unknown and unwanted risk. 

Furthermore, all of this is taking place in real time, in a fluid and threat-filled 
environment where every day brings fresh challenges, new attacks, and new 
threats.

4. Rapid Onboarding of New Vendors
The shift to remote work is requiring many companies to bring on new SaaS 
tools to enable the business properly, facilitate the needs of workers, and 
prevent them from turning to unauthorized Shadow IT. 

While third-party risk management programs are stressed and under 
immense pressure to bring on these new vendors, it becomes even more 
important to maintain a level of scrutiny and keep security in mind — 
especially in the high-threat environment that exists today. 

Balancing these two demands when teams often are resource-constrained 
and reprioritizing constantly can be an unexpected challenge, and makes it 
more crucial than ever to find operational efficiencies to reduce the cost and 
time needed to onboard vendors.
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BitSight for Security Performance Management Can Help Your Team:

1. Closely monitor all digital assets – including endpoints and cloud 
assets – to ensure they are secure.  
BitSight for Security Performance Management (SPM) empowers security 
and risk leaders to measure the performance of their cybersecurity programs, 
and then align investments with the highest measurable impact over time. 

Within the BitSight Platform, you can use the Risk Breakdown function in 
My Company to monitor any drop in rating and what is driving it. When 
using this tool, you can assess increases in compromised system activity in 
malware and spam propagation, and then identify the responsible IP. 

To monitor your cloud environment and digital footprint, you can use 
BitSight Attack Surface Analytics to see all the cloud assets in place (even 
ones you may not know about), see material findings that could pose 
significant risk, and prioritize the most urgent issues (see Figure 3).

2. Understand how your individual business units are performing 
relative to one another.  
If you have subsidiaries or geographically dispersed business units, you  
can use BitSight Enterprise Analytics to see where you may need to  
prioritize monitoring. With these insights, you can determine where local 
security teams may need additional support, or if there are breakdowns in 
controls and procedures that will warrant intervention and remediation  
(see Figure 4). 

Figure 3. Monitor Your Digital Footprint

BitSight SPM enables companies  
to monitor all digital assets including 

endpoints and especially cloud assets 
to ensure they are secure. 

How To Mitigate Risk  
In Your Network

https://www.bitsight.com/security-performance-management
https://www.bitsight.com/attack-surface-analytics
https://www.bitsight.com/enterprise-analytics
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3. Facilitate data-driven business conversations about security.
With BitSight Peer Analytics, you can generate regular reports to help your 
security team, executive leaders, and board understand how your security 
is performing relative to others in your industry or against similarly sized 
organizations – and add context to changes, if any, in your rating. This can 
help you position your security posture properly against others and highlight 
where you may be under- or over-performing in comparison.   

4. Ensure all corporate assets are identified and managed properly. 
Remote Workforce Visibility capabilities allow you to import up to 50 home 
office IP addresses at a time and monitor them for open ports and malware 
traffic. These capabilities give security teams visibility into threats lurking 
in home office networks and provides data so security teams can work with 
employees to reduce risk in remote locations.

5. Ensure all employees know how to access their VPN and/or  
Single Sign On (SSO), are connecting to the network regularly,  
and are updating their software and installing patches routinely.  
If your users are using VPN to connect to the network, you can use the Risk 
Breakdown function to look at changes to Desktop Software grade. The detail 
views let you see a breakdown of out-of-date OS and browser software, and 
the associated IP addresses (see Figure 5).

Figure 4. Gain Visibility Into Subsidiaries  

BitSight Enterprise Analytics helps 
companies understand how individual 

business units are performing. 

Figure 5. View Status Of  
Desktop Software 

The Risk Breakdown function in  
BitSight SPM provides a view of  

out-of-date OS and browser software, 
along with the associated IP addresses.

https://www.bitsight.com/peer-analytics-demo
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BitSight for Third-Party Risk Management Can Help Your Team:

1. Focus your efforts on key areas of risk. 
BitSight for Third-Party Risk Management (TPRM) immediately exposes 
cyber risk within your supply chain, helping you become more efficient with 
limited resources. Using the BitSight platform, you can subscribe to and tier 
your vendors to start monitoring them. As a best practice, you should pay 
close attention to, and drill into your most critical vendors to understand 
what the current risks are. Schedule a vendor summary report to stay 
updated on changes to security postures and to provide a consistent and 
timely update to executives and the board. And be sure to inform internal 
teams of your vendor monitoring capabilities (see Figure 6).

2. Make your team as efficient as possible. 
By adjusting the settings in the BitSight platform instance, you can monitor 
your most critical vendors continuously and receive alerts if and when their 
security postures change – making it easier than ever to ensure your team is 
prioritizing the most urgent needs appropriately. 

3. Pre-screen proposed vendors. 
Using BitSight Security Ratings – a data-driven, objective, and dynamic 
measure of security performance – you can set acceptable risk thresholds 
and then eliminate any vendor that does not meet those guidelines from the 
procurement process. BitSight Security Ratings also can be used to shorten 
onboarding questionnaires by making sure they focus on areas of known 
risk – instead of a blanket, one-size-fits-all approach that may drag out the 
process and create a roadblock for the business. With the BitSight Security 
Ratings for Benchmarking tool, you also can see how a particular vendor 
compares against other vendors in a similar industry or tier (see Figure 7).

How To Mitigate Risk  
In Your Vendor Network

Figure 6. Continuous Monitoring 

BitSight vendor reports provide 
continuous views into the security 

postures of your vendor portfolio. 

https://www.bitsight.com/security-ratings-vendor-risk-management
https://www.bitsight.com/security-ratings
https://www.bitsight.com/security-ratings-for-benchmarking
https://www.bitsight.com/security-ratings-for-benchmarking
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Figure 7. Screen And Compare Vendors 

BitSight Security Ratings  
enables companies to focus  
on areas of known risk when  
onboarding vendors, and to  

compare vendors within  
a similar industry or tier.

“BitSight has really helped us evolve our  

Enterprise vendor risk management program by giving  

us a unique data point into the vendors we look at.  

It gives us a complete picture, along with other data points,  

into the existing posture and paints a unique story of our vendors.”
- David Nolan 

Director of Information Security  
Aaron’s

4. Assess your third-party risk management program maturity. 
Ask BitSight for a free program assessment to see where you can use  
security ratings to further optimize and scale your third-party risk 
management program.
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To learn more about  
how BitSight solutions 

can help your team, 
please visit BitSight.com

 or email sales@bitsight.com.

Addressing The Challenges

The COVID-19 situation is evolving rapidly and much remains uncertain. With 
new threats emerging daily, and the duration of the health crisis unknown, it is 
important that organizations be strategic about their solutions. 

It is tempting to solve what is right in front of us in the fastest way possible, 
but this has the potential only to create more problems down the road if social 
distancing becomes a prolonged way of life.

To help organizations implement the above recommendations, BitSight will be 
rolling out new product capabilities to help navigate the complex challenges this 
time presents.

http://www.BitSight.com
mailto:?subject=


About BitSight
BitSight transforms how organizations manage information cybersecurity 
risk with objective, verifiable, and actionable Security Ratings. Founded 
in 2011, the company built its Security Ratings Platform to analyze vast 
amounts of data on security issues continuously. Seven of the top 10 largest 
cyber insurers, 25 percent of Fortune 500 companies, and four out of the 
top five investment banks rely on BitSight to manage cyber risks. For more 
information, please visit www.BitSight.com, read our blog, or follow  
@BitSight on Twitter. 
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